Item 18 of 820 (Exam B, Q1)

An employee receives a text message that appears to have been sent by the payroll department and is asking for Which of the g social
(Select two),

Item 17 of 820 (Exam B, Q2)

An enterprise has been experiencing attacks focused on exploiting vuinerabilities in older browser versions with well-known exploits. Which of the f g security solutions should be

ability to monitor and block these known signature-based attacks?

A IDS
8.1PS
C.ACL
D.DIP

Answer; B

Item 18 of 820 (Exam B, Q3)
One of a company's vendors sent an analyst a security bulletin that recommends a BIOS update. Which of the following vulnerabiity types is being addressed by the patch?
A Firmware
B. Virtuaization
C Application
D.Operating system
Answer: A

Item 19 of 820 (Exam B, Q4)
A Is g a ified storage array and hires an outside vendor 1o complete the disposal. Which of the following should the company request from the vendor?

A Inventory list
8, Certification
C Proof of ownership
D.Classification

Answer. B

1,8

Item 20 of 820 (Exam B, QS5)
An analyst is evaluating the implementation of zero trust principles within the data plane. Which of the following would be most relevant for the analyst to evaluate?

Item 21 of 620 (Exam B, Q)
Which of the following is the most common data loss path for an air-gapped network?

A.Removable devices
B, Bastion host

C Unsecured Biuetooth
D.Unpatched OS

Answer: A

to best provide the



Item 22 of 620 (Exam B, Q7) e A
A software development manager wants to ensure the authenticity of the code created by the company. Which of the following options is the most appropriate?

A. Performing code signing on company-deveioped softwars
8. Ensuring secure cookies are usad

C Performing static code analysis on the software

O Testing input validation on the user input fisids

Answer. A

Item 23 of 620 (Exam B, Q8)
Which of the following should a systems administrator use to ensure an easy deployment of resources within the cloud provider?

A Software as a service
8. Infrasiructure as code

Item 24 of 620 (Exam B, Q8) e
Security controls In a data center are being reviewed to ensure data 's properly protected and that human life considerations are included. Which of the following best describes how the controls should be set up?

A, Safety controis should fail open

B.Remote access points should fail closed.

C Logicat security controls should fail closed

O Logging controls should fad open
Answer. C

|

Item 25 of 620 (Exam B, Q10) e
A Is gab strategy and needs to determine how many staff members would be required to sustain the business in the case of a Which of the g best ib
this step?

A Redundancy

B Capagity planning

C Tabletop exsrcise

D.Geographic dispersion

Answer. B

Item 26 of 620 (Exam B, Q11)

A company prevented direct access from the & 1o the network segment that contains database servers. Which of the f should a use to access
the database servers?

A RADIUS

B HSM

C Jump server

D.Load balancer

‘Answer. C

Item 27 of 620 (Exam B, Q12) L
An organization is building a new backup data center with cost-benefit as the primary requirement and RTO and RPO values around two days. Which of the following types of sites is the best for this scenario?

A Hot

8. Warm

C .Coid

O Real.ume recovery

Answer. B

'




Item 28 of 620 (Exam B, Q13) =
Which of the folowing roles, g 1o the shared model. is for securing the company's database in an |3aS model for a cloud environment?

Item 29 of 620 (Exam B, Q14) g
Which of the following is a hardware-specific vulnerabiiity?

A, Buffer overflow

8. SQL mjestion

C Cross-sie scripting

O Firmware version

Answer. D

|

Item 30 of 620 (Exam B, Q15) o
Ammmmammmmmmaumrummmwmmmmmnm‘;m Which of the following actions would most ikely give the security analyst the

A Use on the file's

B, Query the file's metadata

C Chetk endpaint logs
D.Obtain the file's SHA-258 hash

‘Answer. B

Item 31 of 620 (Exam B, Q16) s
A company’s legal department drafted sensitive documents in a SaaS appication and wants to ensure the cannot be by in high-risk Which of the Is the most
effective way to limit this access?

A, Data sovereignty regulation
B Geolocation policy

C Data masking
D.Encryption

Answer. B

Item 32 of 620 (Exam B, Q17) ik A
A security analyst is scanning a company’s public network and discovers a host is running a remote deskiop that can be used to access the production network. Which of the folowing changes should the security
analyst recommend?

A Changing the remote desklop port 10 a non-standacd number

B. Using a proxy for web connections from the remote deskiop server

C Setting up a VPN and placing the jump server insida the firewall
D.Connecting the remote server to the domain and increasing the password length

Answer. C

Item 33 of 520 (Exam B, Q18) e s’

An IT manager informs the entire help desk staff that only the IT manager and the help desk lead will have access 1o the administrator consale of the help desk software. Which of the following security techniques is
the IT manager setting up?



Item 34 of 620 (Exam B, Q1)

Malware spread across a company’s network after an employee visited a compromised Industry blog. Which of the following best describes this type of attack?

A Impersonation
8. Waterng-hole
C Smishing

O Disinformation

Answer. B

|

Item 35 of 620 (Exam B, Q20)
Which of the Q teams. both offi

Item 36 of 520 (Exam B, Q21)
A techniclan wants to improve the and

testing to protect an organization’s critical systems?

of existing users as they transition from remote to in-office work. Which of the following Is the best option?

A. Modify the content of recurning training

8. Send out periodic security reminders.

C Update the content of new hire documentation.
O Implement a phishing campaign

Answer. D

|

Item 37 f 620 (Exam B, Q22)
Which of the f g security should an

A. Confidentiafity

8 Privacy

C Availabity

D Integrity
Answer: D

|

Item 38 of 620 (Exam B, Q23)

apply for against

A security administrator would like to protect data on employees’ laptops. Which of the following encryption techniques should the security administrator use?

A, Database

8. Full disk

C Pantition

O Asymmetric
Answer. B

|

Item 30 of 620 (Exam B, Q24)

Which of the following describes the reason root cause analysis should be conducted as part of incident response?

A. To eradicate any trace of malware on the network

8. To gather loCs for the investigation

C To discover which systems have been affectad

O To prevent future incidents of the same nature
Answer. D

'




Item 40 of 620 (Exam B, Q25)

the ng process, an employee needs to create a password for an intranet account. The password must include ten characters, mmmmmwmm Once the password

During
Is created, ncmywmhcmncmmmmmmmmummmm Which of the
safeguard intranet accounts and grant access to multiple sites based on a user's intranet account? (Select two).

A. Open authentcation

B. Identity proofing

C Password manager

D.Password complexity
E Fedecabon
F. Default password changes

Answer. BD

Item 41 of 520 (Exam B, Q26)
Which of the 9 must be d when g @ high-avadability network? {Select two)
A, Abity ta patch
B Ease of recovery
C Responsiveness
O Attack surface
E. Physical isolation
F_ Extensible authentication

Item 42 of 20 (Exam B, Q27)
A company hired a consultant to perform an security covering testing and soclal Which of the

A, White
8 Purple
C.Red
0 Bue

Answer. C

Item 43 of 620 (Exam B, Q28)
A p cyber to address tems ksted on the risk register. Which of the g

A, Mitigate
B. Avoid

C Accept
O Transfer

Answer: D

does this ?

Item 44 of 520 (Exam B, Q29)

most likely using to

teams will conduct this assessment activity?

A company requires hard drives 1o be securely wiped before sending d systems to Which of the following best describes this policy?

A, Enumeration
8. inventory
C.Destruction
0 Samtzation
Answer. D

Item 45 of 520 (Exam B, Q30)
Which of the g Is used to i the y of a vulnerability?

AClA
B.CVE
C.CERT
D.CVSs

Answer. D




Item 48 of 620 (Exam B, Q31) e Ao
Which of the following would be the best way to block grams from executing?

A, Appiication atow list

8. OLP solution

C Access control list

O Host-based firewal
Answer: A

Item 47 of 620 (Exam B, Q32) Vi A
Which of the following incident response activities ensures evidence is properly handled?

A. Chain of custody
B. Legai hoid

C Preservation

O E-discovery

Answer. A

(S

Item 48 of 620 (Exam B, Q33) o
While a firewall confs that a “deny any” policy should be added to the bottom of the ACL. The technician updates the policy. but the new policy causes several

9 a
company servers to become unreachable. Which of the following actions wouid prevent this issue?
A Testing the policy I a non-production environment before enabling the policy In the production network
B, Documenting the new policy in a change request and submitting the request 1o change management
C.Disabling any mtrusion prevention signatures on the “deny any™ policy prior to enabling the new policy
D Including an "allow any” poicy above the “deny any’ policy

‘Answer. B
Item 49 of 620 (Exam B, Q34) e A
Which of the f 9 a possible email comp attack?

A Employees who open an email receive c in order 10 access fies.

B A service desk employee recaives an email from the HR director asking for log-in 1o 3 cloud: ‘s account.

C An employee raceives an emall with a Ink 1o a phishing site that is designed 10 look ke the company's amail portal
O An employee recewves & gift card request in an emad that has an executive's name in the display fiekd of the email

Answer. D

Item 50 of 620 (Exam B, Q35)
An organization disabled unneeded services and placed a firewall In front of a business-critical legacy system. Which of the following best describes the actions taken by the organization?
A, Risk transfer
8 Exception
C Compensating controls
O Segmentation

Answer. C

Item 51 of 620 (Exam B, Q36)

An organization would like to store customer data on a separate part of the network that is not accessible 10 users on the main corporate network. Which of the should the use o
this goal?




Item 52 of 820 (Exam B, Q37) Hidu A

MMMMMMM:NWM L After with the users, the that the yees were not logging in from those P addresses
and resets the affected users’ passwords. Which should the i L wwmwummmhmmv
A Password complexity

C Multifactor authentication
D Agcess management

(Answer. C

Item 53 of 620 (Exam B, Q38) e Ao
Which of the following has been implemented when a host-based firewall on a legacy Linux system allows connections from only specific internal IP addresses?

A. Compensating control
B.SNMP traps.

C Network segmentation
O Transfer of nisk

Answer. A

Item 54 of 620 (Exam B, Q39) e A
A systems receives the alert from a file integrity monitoring tool

The hash of the cmd exe file has changed.
The systems administrator checks the OS logs and notices that no patches were applied in the last two months. Which of the following most likely occurred?

A A rootkit was deployed.

8. A cryptographic collision was detected

C A snapshot of the file system was taken
Dﬂnmnucﬁamhﬂ-p‘nruwm

[AnswerA B R = I U <A M a2 R\ - SN S NS, R

Item 55 of 620 (Exam B, Q40) e A
A bank Insists all of its vendors must prevent data loss on stolen laptops. Which of the g is the bank g

Item 58 of 620 (Exam B, Q41) i Aromee

A Chief Information Security Officer (CISO) wants to explicitly raise awareness about the increase of ransomware-as-a-service In a report to the management team. Which of the following best describes the threat
actor in the CIO’s report?

A Insider thyeat

B Nation-state

C Organized crime

D Hacktivist
Answer. C

Item 57 of 620 (Exam B, Q42) Ve A
A company decided to reduce the cost of its annual cyber policy by the for attacks. Which of the analysis did the most likely use in making this
decision?

A ARO
B8.RIO
C MTTR
D.MTBF

[Answer. A



|

Item 58 of 20 (Exam B, Q43)
Which of the following should a security administrator adhere to when setting up a new set of firewall rules?
A, Incident response procedure
B Disaster recovery plan
C Business continuity pian
O Change management procedure
Answer. C

|

o

Item 59 of 620 (Exam B, Q44)

o

A security administrator needs a method to secure data in an environment that includes some form of checks so that the administrator can track any changes. Which of the following shouldthe administrator set up to

achieve this goal?
A NAC
8. SPF
C.GPO
D.FiM

Answer. D

Item 80 of 520 (Exam B, Q45)

After a recent vuinerablity scan, a security engineer needs o harden the routers within the corporate network. Which of the following Is the most appropriate 1o disable?

A Web-based adminystration
B VLANS

C Cansole access

O Routing protocols

Answer. A

|

Item 81 of 620 (Exam B, Q46)
Which of the following is a primary security concern for a company setting up a BYQOD program?
A, Jailbrealing
8 Buffer oyerfiow
C End of life
O VM escape
Answer. A

|

Item 62 of 620 (Enma‘_ol‘l)
Which of the following vuinerabiities is sated with Installing outside of a s d softy Y?
A, Jailbreaking
8 Memory injestion
C Side loading
D Resource reuse
Answer. C

Item &3 of 520 (Exam B, Q48)
A security analyst and the team are the of a recent phishing campaign. Tmnurekkmml the

mmhmmmm.me&hm-ummmp Which of the following should the analyst do’

A Place posters around the office to raise awareness of common phishing actiities
acmmdmw!ermmmmmumm

C Update the EDR policies 1o block
owwmumwnmmmmpmmummmm

Answer. C



Item 84 of 620 (Exam B, Q49)

that a web

form field is

A security team is reviewing the findings in a report that was delivered after a third party performed a penetration test. One of the findings
scripting. Which of the g ion security should the security analyst the i to prevent this

A Version control
8.Cods signing

C.input vafidation
D.Secure cookies

Answer. C

Item 85 of 620 (Exam B, Q50)

During an an incident the source of an incident. Which of the f activities

A, Detection

8 Analysis

C Containment

O Lessons leamed

Answer. B

Item 88 of 520 (Exam B, Q51)
A client asked a security company to provide a document outlining the project, the cost, and the completion time frame. Which of the foll

should the

this process?

A BPA
B MSA
C.SLA
0 SowW

Answer. D

Item &7 of 620 (Exam B, Q52)
A security a

y's network and finds several b

y provide o the chent?

Which of the

A, Conduct an audit
B.Rescan the network,

C Initiate a penstration test
O Submit a report

Answer. B

Item 68 of 620 (Exam B, Q53)
Which of the following is used 1o add extra complexity before using a one-way data transformation algorithm?

A, Key stretching

8 Data masiing

C Salting

D Steganography
Answer. C

Item 69 of 520 (Exam B, Q54)

The management team notices that new accounts that are set up manually do not always have correct access or Which of the

a should be done next?

streamline account creation?

A Guard rad seript

B. User prowsioning script
C Escalation script

D Ticksting workflow

Answer. B

h should a systems administrator use to



||nm70°lm (Exam B, Q55)
mdmm-ummmnwmummmmmuw

A Audit findings

B Sanctions
C.Reputation damage
D.Fines

AumrD
3 .

ltem 71 0f 820 (Exam B, Q56)
de%umebMMMndﬂymmmmemmww

i

lumnulm (Exam B, Q57)
quuuwnmmmmwwmmm-mmmmiumummummm Wdhmwmdowmhmh
site?

Answer.D

A Configunog the IPs 10 allow shopping

B. Creating a firewall rule to aliow HTTPS traffic
C.Tuning the DLP rule that detects credit card data
oummmmmnummmm

ol

ltem 73 0f 620 (Exam B, Q58)

A

A company is required to use certified when buiding Wrich of the best the risks 4 with
Ammwwm-wmm
B_A thorough anatysis of the supply Shain
C.A legally enforceable corporate acquisition policy
D. A right to audit clause in vendor contracts and sows
Answer: B
ltem 74 0f 620 (Exam B, Q59) = : vty (s
's intemet-facing The will based on the vulnerabiities

Ammuwmmmmommmmmwmwm

Which of the

A Bug bounty

B Penstration testing
C.Red team

0 Open-source Intelligence

y i setting up’

ltem 75 of 620 (Exam B, Q60)
mdmm;umnﬁ;wuw:mwum“uemmmv

A.Detecting ins<ler threats using anomalous behavior recogniton
B Veritying mformation when modifying wire transfer data

memﬂmﬂmﬁymm

Dmmwwww

MD

Wl At



ltem 76 0f 620 (Exam B, Q61)

Awummmmmwmmmmmm mmmmmumm

b A

ltem 77 of 620 (Exam B, Q62)

wmdmmmmbmmmhhww.mmbnmummmmmmmv

ot v

ltem 78 of 620 (Exam B, Q63)

A secunty administrator is reissuing a former employee's laptop. Which of the following s the best combination of data handiing acthities for the administrator to perform? (Select two).

e

Item 78 of 620 (Exam B, Q64)

Amhm&hmawmmmmm wmume

A One time

B Ad hoc

C. Contrwious
D, Recurring

Answer. D

g types of risk ass

lumwulm (Ent Qss)

N

a fra u cummuuuaulmmomu(ceo)mmww "I‘mnln&pm mwmlmmhundlnewyouhm
gmmformemm mwmwmwmmm Which of

A Cancél current amployee racognition gift cards

B.Add a smeshing exercise to the annual company training.
C.Conduct a forensic investgation on the CEQ's phone.

D Haye the CEO change phone numbers.

E Implement mobile device management.

F mowmwwmm

Answer. BF

M
the following are the best responses 10 this situation? (Select two).

ltem 81 0f 620 (Exam B, Q66)

N

Mmum-ummmm-mmmumuummmmmm mmmmmmmma pmnu!«m’mm

Which of the following types of social engineering attacks
‘ A Brand Impersonation
B Pretexting
C. Typosquatting
D Phishing

Answer. D



ltem 82 01620 (Exam B, 087) T eE PR ] . } o e
Which of the following allows for the ion of fou
A Authentication
B. Non-repudiation
C.Access logs
D. Adaptive identity

:Anm'u'.ra

ltem 83 0f 620 (Exam B, Q68) ; ) T Za Ry Y - o s (e
Which of the following i classified as high availability in a cloud environment?
| A Access broker

B Load balancer

C.Cioud HSM

D.WAF

:Aaw"r'.rﬁ

llem 84 01620 (Exam B, 088) T S P RS T ke
A company needs to provide administrative access to internal resources while minimizing the traffic aliowed through the security b Which of the Q is most secure?

A Instaling a WAF

B Utilzing single sign-on

C.Depioying a parimeter network

D.Impiementing 3 bastion host

ltem 850f620 (ExamB,Q70) - -2 o y " " o P (e
Which of the following i required for an organization to properfy manage its restore process in the event of system failure?
A DRP
B sOLC
C.IRP
B.RPO
Answer. A

e WESSDA S NN T N P NSO SO ST AT AN G S

v",'_"'_'“"_@(ﬁma'ﬁ!)“ e y R y X o i
Which of the following threat actors is the most ikely to be motivated by profit?
A. Shadow IT

B, Hacktivist

C.Organized crime

O Insider threat

\Answer. C

ltem 87 0f 620 (Exam B,Q72) T - & 5 : & >4 v, ¢ T
An is trying to fimit DNS traffic onginating from its intemal network. Outbound DNS requests will only be allowed from one device with the IP address 10.50.10.25. Which of the following firewall
ACLs will accompiish this goal?
A Access list cltbound permit 10.50.10.25/32.0.0.0.070 gort 53
Access st outbound deny 0.0.0.0/0. 0.0.0.0/0 port 53
B. Access kst outbound permit 0.0.0,0/0 0.0.0.0/0 port 53
Access list outbound deny 10.50,10.25/32 0,0.0.070 port 53
C. Access st outbound permit 0.0.0,0/0 10,50.10.2532 port 53
Access fal outbound deny 0.0.0.0/0 0.0 0.0/0 port 53 .-
D, Access fist outbound permit 0.0.0,0/0 0.0.0.0/0 port 53
Access kst outbound deny 0.0.0.0/0 10 50.10.25/32 port 53




ltem 88 of 620 (Exam B, Q73)
A 's web filter is
websites?

A httpidl

B. encryptionsoff

C. 443

0. www.* com

Answer A

il

mwmmermmmmmm-nmmmmmmmmmmmummwm-mqpu

ltem 89 of 620 (Exam B, Q74) - 4 . y ) ¥ ¥ bt A
Awmmmummm stickers and g them with yee IDs. Which of the following security benefits do these actions provide? (Select two).

A.When conducting penetration lesting, the security team will be abile 10 target the desired laptops.

B.if a security incident occurs an the device, the correct employee can be notified.

C.C y data can be for when the empicyes leaves the

D.User-based firewall policies can be correctly targeted to the appropriate laptops.

E The security team will be able to send user fraining to the approp! device

Fwnmnnmmmmmmmwam

s 5 C 0 . Qo

ltem 80 of 620 (Exam B, Q75) ,%"

AMMMWW

eybemmykw
Is creating a way to present the data 1o the board of directors. Which of the following should the

A Dashboard

B. Packet captures
C.Vuinerability scans
0 Metadata

;anr.A»“

MMMM“M&W.MWM“WUMNMNW m:mmmum
systems administrator use’

ltem 81 0f 620 (Exam B, Q76)

Which of the following tools can assist with detecting an employee who has

A DLP

B SCaP
C. Antivirus
D. NetFlow

Answer. A

y emaled a fle containing a customer's PII7

ltem 82 0f 620 (Exam B, Q77)

Ammsmnunmsueunuubmmmm

executable running on the machine is Y to continve the 9

A Appication
B IPSNDS
. Endpoint
D, Network

Answer. C

from an employee’s corporate faptop,
mhdumwMNanamw

i

mwwmtmmummmu

ltem 83 of 620 (Exam B, 070)

e

in the 0 L m«mmmvmummmmwwwtmmwwmwmdmmnnmmdmmmmm

mmwmnmmmv

A Encrypted
B_Critical
C.Intellectual property
D Data in transit

Answer. C



ltem 84 of 620 (Enma 070) ; o ’."T"‘
A data i aSaas mmmmmommmmwmwm The company prefers to use domain credentials to access
mSuSapm mummmmmmw
[ A peaR

B.LEAP

C.Ss0

D MFA

Answer. C

tem 95 0f 620 (Exam B, Q80) ; . ’ oy p Tolaiie”
A security lons center ines that the ious activity on a server is normal. Which of the following activities describes the act of ignoring detected activity in the future?

Item 86 of 620 (Exam B, Q81) =
Mwsmmmmeww'nnmmmwomwm WMMMMMWMleMIWWMMMW7

ATLS

B SO-WAN
C.WAF
D.NGFW

Answer: C

ltem 87 of 620 (Exam B, Q82) \ : y rite Arve
Mwmmummmwwmm
Regular expressions are included in source code to remove special mmhu’l & ' and ? from variables set by forms in a web application.
© Which of the following best explains the security technique the organization adopted wmumﬂmwmm
A Input validation
B Identify embedded keys
C Code debugging
Dsm:mmﬂyu

MA

Item 88 of 620 (Exam B, 083) v ; —
Which of the following is the most likely to be used to risks, ible parties, and

A.Risk transfer
B. Risk analysis
C.Risk folerance
D. Risk register

Answer. D

ltem 88 of 620 (Exam B, Q84) , , 7 "
Apuntnh;mmbeunwmemmmmmmaﬂmuemmmmd g Which of the 9 i types is the tester

A Defensive
B.Offensive
C.Passive

D Active

Answer. D



mmoousjm (Exam B, Q85) ) ) g n
Which of the following threat actors is the most likely to use large financial resources to attack critical systems located in other counties?

A Hacktivist

B Unskied attacker
C. Insider

D. Nation-state

Answer. D

A systems administrator works for a local hospital and needs to ensure patient data is protected and secure. Which of the following data classifications should be used to secure patient data?
A.Sensitive
B Critical

C Public
D.Private

Answer A

Item 102 of 620 (Exam B, Q87) : _ ) v s 1o Ay
A systems administrator is looking for a low-cost application-hosting solution that ts cloud-based. Which of the following meets these requirements?

A.SDN

B Serverless framework

C. SD-WAN

D.Type 1 hypervisor
Answer B

ltem 103 of 620 (Exam B, Q88) : S N ¥ A & : S N
Which of the following enables the use of an input field to run commands that can view or manipulate data?

A Buffer overflow

B. Side toading

C.SOL injection

D.Cross-site seripting

Answer: C

Which of the following security control types does an acceptable use policy best represent?

A Compensating
B Preventive
C Corrective
D. Detective

Answer B

ltem 105 of 620 (Exam B, Q90) ; ! 4 : o o
Which of the following can be used to identify potential attacker activities without affecting production servers?

A Honaypat

B Geofencing
C.Video survediance
D.Zero Trust

Answer A



tem 106 of 620 (Exam B, Q91)

Ambmhmwlﬂmay:mmnﬂwm-mwnmhmmamwym Which of the following types of controls is the company setting up?

A Detective
B Preventive
C Deterrent
D.Corrective

Answer A

Item 107 of 620 (Exam B, Q82)

A technician needs to apply a high-priority patch to a production system, Which of the following steps should be taken first?

A Move the system to 3 different network segment
B Air gap the system

C Create a change control request,

D. Apply the patch to the system

Answer: C

Il.m‘lﬁ!ofm (Emnﬂ 003)

T

During a security incident, the security e network traffic from a malicious IP address:10.1.4.9. A security analyst s creating an inbound firewall rule to block the 1P address from
accessing

the organization’s network. Mavmmmmmﬂ

A access-list inbound deny ip source 0.0.0.0/0 destination 10.1.4 9/32
B. access-list inbound deny i source 10.1.4.9/32 destination 0.0.0.0/0
C access-list mbound parmit ip source 10 1.4.9/32 destination 0.0.0.0/0
D. access-list inbound permit ip source 0.0.0.0/0 destnation 10.1.4 832

(Answer: B

Item 109 of 620 (Exam B, Q84)

Ammmm.nmmmmumm

UserlD jamith, MFA: faded (nvalid code)
Unvlom ded, MFA failed (invald code)
UserlD it d, MFA: failed (Invalid code)
User|D jsmith, i MFA: failed (invakd code)

Which of the following is the best explanation for what the security analyst has discovered?

A An attacker is attempting to brute force [smith's account.
B. A keylogger is instalied on jsmith's warkstation
C, The user jsmein’s account has been locked out
D.Ransomware has been deployed in the domain

| Answer: A

ltem 110 0f 620 (Exam B, Q95)
Mmhmhmw
[10:00:00 AM] Login
uom:m::iwnw uumlmcbnm pummzoza
Login rejected - usemame pasaword spring2023

[10:00:02 AM] Login rejected - mnm-qnl p-mwm
[10:00:03 AM] Login rejected - username fmartin - password spring2023
Which of the following attacks is most likely oceurring?
A_Pass-the-hash

8. Brute-force

C.Password spraying

D. Account forgery

Answer: A

Iltm1l1d&0 (Emnﬂ Qﬂ)

Aummmmwmmewummubmmmm mwmmmhm&umnmm

A.Impacts 1o existing contractual oblgations

B Risks from hackers residing o other countries
C.Time 2one arfferences in log correlation

D Loeudmwxmmm

|Answer. D




ltem 112 of 620 (Exam B, Q97)
wu:hdmhlwnnmldubeﬂwfw

ARTOS
B.Contalners
C.SCADA

D. Enntodtdsysm

|Answer B

Iltmﬂ!o'm (Ema ou) : ; . 'r_ . .
mdmmmcmumunmmmmm-mmmuwmwdmmv

A_Confidentality
B Avadability

C Noa-repudiation
D. integrity

{Answer A

N

ltem 114 of 620 (Exam 8, Q99)
mdmm-mwm-cmmumwom

A.CSR
B.OCSP
CCA
D.CRC

|Answer 8

Iltm 1‘50'820 (Exam B, QiW) ¢ i . y

's end users mmumwmm by After m dmbrlhDNs:mn NWMMMNCPUMMWWUD
mummmbmmmnﬁ mmwmwynmumwmmsmmnmsm Which of the following best describes what the security analyst is
A_On-path resource consumption
B. Secure DNS cryptographic downgrade
C Concurrent session usage
D Reﬂecnddemaldsmo

A s ot o &0 a2 SR N aacdfs o e on, o S, 22 - o S, Pas) SV

llnm 1150'820 (Exam B, O1W)

's end users Mlh-ymunﬂelovudlm by AM the dltlbrlhlmmm mmtdbemﬁdmcwwm"nmywm
mm%ummmmuwmhwumm Network logs show only a small number of DNS queries sent to this server. Which of the following best describes what the security analyst is
A_On-path resource consumption
B. Secure DNS cryptographic downgrade
C Concurrent session usage
DReﬂecuddenﬂldme

Answer- D




Item 116 of 620 (Exam B, Q101)
A security administrator is deploying a DLP solution to prevent the exfiltration of sensitive customer data. Which of the following should the administrator do first?
A_Block access to cloud siorage websites.
B Apply clagsifications to the data
C.Remove afl user permissions from shares on the file setver
D.Create a rule to block oulgoing email attachments.

|| Answer B

N

Item 117 of 620 (Exam B, Q102)
After an audit, an administrator discovers all users have access to confidential data on a file server. Which of the following should the administrator use to restrict access 1o the data quickly?

A_Content titering
B. Data loss prevention
C.Access control lists

D. Group Policy
Answer C

I!.m 110‘0179720 (EmB.QWS) o y o g o0 S
Which of the following would help ensure a security analyst is able to accurately measure the overall risk to an organization when a new vulnerabiiity is disclosed?
A_A list of system cwners and their departments

B. D¢ tion of system classify

CARE of all and

D. Third-party risk assessment documentation
| Answer C :

ltem 119 0f 620 (Exam B, Q104) y . o e S X T S—
A systems i setupa firewall but conti to notice X Internal ints. Which of the should be set in up in order to mitigate the threat posed by the
suspicious activity?

A Appication allow list

B. Access control fist

C.Web appication firewall

D.Host-based firewall
| | Answer; D

Item 120 of 620 (Exam B, Q105) e s
Which of the following factors are the most important to address when formulating a training curriculum plan for a security awareness program? (Select two),

A.Chanoneis by which the org with

B. Cadence and duration of training events

C.The i i for ethics

D ining for ¥ who fal phishing simuiations

E Secure traming for all p

F.Threat vectors based on the industry in which the organization operales

I!om_iz‘ olvm (Ex-nﬂ.wﬁiﬂi) : o . o S
A technician is opening ports on a firewall for a new system being deployed and supported by a SaaS provider. Which of the following is a risk in the new system?
A Vulnerable software
B. Supply chain vendor
C.Non-sagmented network
D. Default credentials
| Answer B :



um‘g‘zum (Emnﬂ,‘ 0107)

wrdd\oﬂhMMNMMMNMWManmDUMW(WM)

A_Video sufvedance
B. Sign-in sheet
C. Sensar

D.Fencing
E Actess control vestibule

F.Badge acoess

Item ,'” varm (Exam B, QW!) ) X ¢
A company’s marketing department collects, modifies, and stores data. The

ca e

team is for securing the data while in transit and at rest. Which of the following data roles

descrbes the customer?

A Processar
B Qwner
C. Subject
0. Custodian

| Answer: C

Item 124 of 620 (Exam B, QjOO_)

Aucummummamm.hmmwacwm.wmhdﬁmmmmwmm“wmmﬂ

A.DHCP
B.NAT
C.IPSec
D.EAP

Answer C

item 125 of 620 (Exam B, Q110)

Which of the following exercises shouid an organization use to improve its incident response process?

A Replication
B_Tabistop
C. Fallover
D.Recovery

‘Answer. B

Item uie dﬁ’;‘o (Exam B, 011})

A newly identified network access vulnerabilty has been found in the OS of legacy loT devices. Which of the following would best mitigate this vuinerability quickly?

A Insurance
B. Segmentation
C Patching
D.Replacement

‘Answer: B

Htem 127 of 620 (Exam B, Q112) R 8
Which of the following is the best reason to complete an audit in a banking envircnment?
A_Seif-assessment requirement
B. Reguiatory requirement
C Organizational change
D Service-level requirement
| Answer: B 5




Item 12!0“20 (Exam B, 0113)
Ansrlueenl macltm. 's system. an i the log files. Which of the following control types did the administrator use?

A Compensating
B Preventive
C. Détective
D.Corrective

| ‘Answer. C

Item 129 6f620 (ExamB, Q118) ; TR - > _ ) <
Which of the following can best protect against an L instaling mah ona system?
A System solation
B_Least privilege
C Host-based firewall
D.Appication aliow list
‘Answer. D

Item 130 dm (Exam B, QHS)

A small business uses kiosks on the sales floor to display product information for customers. A security team discovers the kiosks use end-of-ife operating systems. wmmmmuuumumymml
fikely to document as a security implication of the current architecture?
A_Patch avallability
B Product software compatibilty
C Ease of recovery
Dcmlelnphmmm

Answer: A

|m131dm(sx-naone) ; 5 N e ; ) o } S W

Asymumw-emm-ummMmmwmmemmmcmﬁmuawmumm mhummmuawumm
this task?

A_Polioy enforcement

B Baseine

C. Off-the-shelf software

D. Orchestration

(Answer:D

lmmdm(sumaom) ; : 77 3 ] ) ' S . ; ) _7 _ sy
Which of the ing best ices gives ink a set period to perform changes to an operational system to ensure avakability and minimize business impacts?

A Impact analysis

B.Change management boards

Item mouzo (Exam B, OﬁB) 2
demmmﬂmlﬁwuwwmmymm’




A company is planning a disaster recovery site and needs to ensure that a single natural disaster wouid not result in the complete loss of regulated backup data. Which of the following should the company consider?
A Platform diversity

B. Geographic dispersion

C Load batancing

D_Hot site

|| Answer B

Htem 134 0f 620 (Exam B, Q118)

o 195 01430 (a8, 0120

Which of the following '-Nphmi;vﬁnhe'dunmmv ons pvoem” when;ucm" l\ﬂyll- mm&uw i V?- X k
A Preparation
B Lessons ieamed
C Recovery
D Analysis
| Answer A 3
tem 138 o 620 (Exam 8, Q121) PO > RO SRR :
Which of the following are cases in which an engineer should recommend the decommissioning of a network device? (Select two).
A.The device’s encryption level cannol meet organizational standards
B.The sevice is igured 10 use cleantext p
C.The device s moved 10 an isolated segment on the entérprise network
D.The device is unable to receive authorized updates.
E The device is moved to 8 different location in the enterprise.
F The device has been moved from a L 10 2 test ¢
e AP S0 MR 7 SN N BRIE P AT LI A A T $5 - OV SR et as e 2 B WS L SR T A
Item 137 of 620 (Exam B, Q122) N VRS o N D
A legacy device is being decommissioned and is no longer receiving updates or patches. Which of the foliowing describes this scenario?
A End of testing
B.End of lite
C End of business
D.End of support
|| Answer. D :

Htem 138 of 620 (Exam B, Q123) P MRS X
An administrator assists the legal and compliance team with ensuring ion about
out?

ltem 139 of 620 (Exam B, Q124) DS RN RN AN SN SR I
Which of the following involves an attempt to take of

A SOL injéction
B.VM escape
C Buffer overfiow
D Memoary injection

| Answer A




Item 14051!20 (Exam B, 0125)
mndmmmmmwmmmtmmuwm g malicious code into a y's process?

Ill!nll‘ldlZO(EmB 0126) ; § ) & & : ot ’ R A : ) e ; o “khni

Amamnmm-mmumw
1 Provide a secure zane.

2 Enforce a company-wide access control policy.

3 Reduce the scope of threals.

Which of the following s the systems administrator setting up?
A CIA
B AAA
C.Non-repudiation
D.Zero Trust
Answer: D

lem 142 of 620 (Exam B, Q127) ) 'S FAESE Sy AR i
Ammumummm-mm-mumm chhdme inciudes the ion the service provider should retum to the client?

A MOA
B.SLA
C.sow
D.MOU

‘Answer. B

tem 14301620 (ExamB,Q128) 8 ; ; ; ) ; e

An organization is mmmummbmmm-thmmuwmm ﬂhorgmlonhbokhgfu mmmumuuMMu‘mmm
internet circuit, while still providing encrypted tunnel access 1o the data center and monitoring of remote employee internet traffic. Which of the following will help achieve these objectives?

A_Building a load-batanced VPN solution with redundant intemet

B.Deploying a SASE sclution to remote employees

C.Purchasing a low-cost SD-WAN solution for VPN traffic

Dmacmmwcmmms:mmnm

‘Answer: B

ltem 144 o620 ExamB,Q129) ' ; - : : K i

A company must ensure sensitive data at rest is Which of the ing will the most likely use?
A. Tokenization
B Segmentation
C. Entrypticn
D._Hashing
‘Answer. C

Item 145 01820 (ExamB,Q130) - ' - : - |

A company is adding a clause to its AUP that states employees are not allowed to moddy the operating system on mobile devices, Which of the is the
A Jaibreaking
B.Cross-site scripng
C Side loading
D.Buffer overfiow

‘Answer A




Iumllwd@ (Exam B, 015;) > ; 5 5
Which of the following describes a security alerting and monitoring tool that coliects system, appéication, and network logs from multiple sources in a centralized system?
A SNmP
B_SIEM
c.owP
D.I0S
\Answer. B

Item 147 of 620 (Exam B, Q132)

A company is working with a vendor to perform a penetration test. Which of the following includes an estimate about the number of hours required to complete the engagement?
A NDA
B.SCA

C.8PA
D.sow

‘Answer: D

Item 148 of 620 (Exam B, Q133)

[

e

Ammdmmbwmhﬁnbﬁun&hm&uhﬁedMMW:mmmemﬁemﬂuwﬁmwl»mm‘Wiiuh-d

the following should the administrator apply to the site recovery resource group?

A GPO
B.SAML
C.RBAC
D.ACL

‘Answer. C

Item 148 of 620 (Exam B, Q134)

R

Aucumymm&mm“mm:mum-hmmdummsmwmmmhmmbMpemdsdmduwmhoumthholmm

Is most likely occurring?
A_A logic bomb is deleting data.
B.Data is baing exfiltrated.
C_A worm is propagating across the network.
D. Ransomwars is encrypting files.
‘Answer; B A (

P

Item 150 of 820 (Exam B, Q135) Ot & 7 R 7 )
A security engineer is implementing FDE for all plops in an ion. Which of the are the most i for the engineer to consider as part of the planning process? (Select two).
A Digital signatures

B. Data tokenization

C Key escrow

D.Certificate authority lnking

E Public key management

FTﬁMwumu

Item 151 of 620 (Exam B, Q136) Y ¥ 3 M R s & oY
Which of the foliowing actions could a secunity engineer take to ensure workstations and servers are property i for ized changes and

A Configure all systems to log scheduled tasks

B.Collect and monitor all traffic axitng the network

C. Instas endpoint management software on all systems
D_Block traffic based on known malicious signatures.

‘Answer. C

e

e



Item 1& of 620 (Exam B, 013;)

After revi the ing vuinerability ing report:
Server ' 182,168,148
Service: Telnet
Port: 23 Protocol: TCP
Stalus: Open Severity

: Use of an insecure network protocol
‘Ammmumm

-.,e,uut.xn ut-—.-mm.mm

OITT MEAVIST BEAMCH
R R o)
Telnet

A Teltws sesesr mm. waxTyptise

Which of the following would the security analyst conclude for this reported vulnerability?
At is a false positive

Item 153 of 620 (Exam B, Q138) S

Which of the the maxk of isk?
A Risk score

B Risk indicator

C_Risk threshold

D Risk level

Answer. C

tem 154 of 620 (ExamB,Q138) RS S 7 P I
mhduhlumglsmmmmmmwm-ww

A Removable devices

B_Bastion host

C.Unpaiched OS

D.Unsecured Blustooth
| (Answer A

tem 155 0f 620 (ExamB,Q140) ¢ BT Y PRV OSSN OSSR Ol
MMWWWUWWMWMMN a ious call The ious caller stated that the Chief Financial Officer wanted credit card information in order o close
| an invoice. Which of the following topics did the user recognize from the training?
| A Ema¥ phishing

£ Executve whaling

C Social engineering

D Insider threat
| Answer.C

Inm156d§20 (EmB 0141) >
Auaﬂfyunmﬁdumnnmshdenmdhwwnmmwm mndnmmmwmmmvumuuw

A DS
B.FiM
C.WAF
Do

-Answer. C

Ium157d620 (Exam B, Q142)
A:mmmmambmwummmmm-mmmmnm Thmmenwsmmlqmucwmm mndmmmmmwﬂ




tem 183620 (Exam,Q143)

Awﬁum-mmwmmmmm mmwmwmumwwmmmw W&hthwMum&l
option’

ftem 1501020 (EumB Ol“)

and specific fies that wil generale an aiert if an attempt is made to emai these fies outside of the organzation Which of the folowing best describes the tool the

mm:mv

A SCAP
B.SNMP traps
c.owP

D.IPS

[Answer.C

Item 160 of 620 (Exam B, Q145) A4 PN, £
Amwvy::mbnﬂﬁﬁnﬂ the yis emmumnwmumm mdebmmWhhmhmﬁmm
Information’

A Execyte the code in 3 sandbox.

B. Generate a hash of the files

C.Search the executable for ASCI strings

D, Validate the code signature
[Answer.D

Ihm<107|791672'0‘(5mn8 oiic) ; 4
Auummmmu mmw

ln I680% 6
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Frir e
Which of the following was attempted?

A Command injection

B. Buffer overflow

C. Directory traversal

D Privilege escalation

Answer C

ftem 10207620 (Ent 0147) .
Ammun&lmwmummbmoﬂmm mnummmumnm
| A Abiiity of engineers

tem 1073d62-0‘(Em8 5, Q148)

hm MWW Ammmmwawwmummamm NRWMMWPM
mummmdmhmmmmmmmev
A Layer 2 tnnel
B.1PSec tunnel
C.Full tunnel
Dsﬂbmml

Mc



lhm‘“dm (Ent 0140)

A company's security policy states that only the production servers should have bidectional intemet access Which of the following needs to be configured fo comply with this policy?
A MM sstver
B. Firewal rale.
C.OLP poliey
D.URL fiter
| | Answer. B

$

Ihmlﬁdm (EMB 0150)

An organaation mm_.‘m"(-;msomum pications last year, Recently, the finance ent selected a new cloud-based accounting software vendor. Which of the followig
Mmmhmm vnwnﬂwod-mmnﬂ
\
A RADIUS
B.EAP
C.SAML
D.OpeniD
MRS 12 0 ol 8 ot g ate WeR R SRS gET S SR e o $R08  @n. o SR, el i

mmmdm (Enma 0151) AAAAAA
During a wireless network scan at 2 data center, ul‘l’mﬂym WI-Fi signals from an mmummmmmmdum
| - A.Domain hiacking
C.Jamming
D. On-path attack
Anwnra

Mlﬂdm (Ent 0152]

In order to save on expenses, mch«M!“bthhwzcmmmem M centers. The mmmm-mmw
they each have their own power source. When necessary, one company will escort the other company to its data center. Which of the following is the greatest risk with this
\
A_The data center sites are not geographically dispersed. -
Bkmmmmmmyhm
C.The physical security resources are shared.
D.in an emergency. mmdunu-n-ynuulmmm

o et o A e B o~ _ o G U aen N T e U U e A TPRR e

Item 1“‘:’&0 (E:tnB 0153)
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Which of the following best describes the action captured in this log fie?

A_Forgotten password by the user
B Brute-force attack

D‘Pmm
Answer B




Item 1&0’8&6(&&!3. Oiﬂ) g .
A security engineer is implementing FDE for all laptops in an Which of the ng are the most

A TPM presence

B_Data tok#nization
C.Centificate authority linking
O Digital signatures

E Koy escrow

F_ Public key management

g

lom 1700( 520 (Exam B, Q1385 EEEO : : St
An administrator finds that all user workstations and servers are a that is with fies

tormw»mﬁuumdﬁmwm?(sébﬂm)

systems?

A Spywate
B. Virus
C.Trolan

D Ransomware

Ih!p 17170_1820 (Exam B.A 0150) :
Which of the following phases of an incident response involves generating reports?

A_Preparation

B Containment
C.Lessons leamed
D.Recovery

| Answer. C

Item 172 of 620 (Exam B, Q157) ¥ ! :
A systems administrator would like to sat up a system that will make it difficult or to deny that

P unicﬁen wmholme

Item 17!7!7!7820 (Exam B, Q158)

When joning physical
best describes this procedure?
A Sanitization

B. Data retention

C Cettification

D Destruction

|Answer, A

e 174 o620 (Exam 8, Q159) ,
Which of the following is a ive control?
A_Log correlation
B. Configuration auditing
C.Incident slerts
D. Segregation of duties

Answer, D

gis the

e Aryee

an extension of .ryxk. Which of the following types of infections is present on the

Hde Arasir

Hde Ay

that contains P, a financial institution requires that a third-party recycling company wipe and destroy the hard drives, and document the process. Which of the following



Item 175 of 620 (Exam B, Q160) ; e Aree
During a penetration test, a vendor attempts to enter an unauthorized area using an access badge. Which of the following types of tests does this represent?
A Passive
B Defensive
C.Physal
D. Offensive
| Answer. C

lom 1R 9f120 (Exam B, OV : : : S - = : = el
An organization wants to ensure the integrity of compiied binaries in the p L Which of the g security would best support this objective?
A Static analysis
B.SOL injection

C.Code signing
D. Input validation

| Answer. C

Nom 77 820 (Exam B, Q164 LN y : SRR :
Anetwork administrator is working on a project to deploy a load balancer in the company’s cloud environment. Which of the
A_Privacy

Hee Arge
l security does this project fulfiil?

Item 178 of 620 (Exam B, Q163) 04 ¥ § AL o 3 = = . Rt ! “:["-
A Chief Information Security Officer wants to monitor the company's servers for SQLI attacks and allow for comprehensive investigations if an attack occurs. The company uses SSL decryption to aliow traffic
monitoring. Which of the ies would best ksh this goal?

A Enabiing full packet capture for traffic entering and @xiting the servers
B. Deploying network traffic sensors on the same subnet as the servers
C Logging endpoint and OS-specific security logs

D Logging all NetFlow traffic info a SIEM

(Answer, A

lom 10/0f 120 (Exam B, 116N, s :
Which of the following alert types is the most likely to be ignored over time?
A_True positive
B False negative

C. Trus negative
D False positive

| Answer. D

Item 180 6f620 (Exam B, Q165) ; 7 : ) B el
A company Is developing a critical system for the govemment and storing project information on a fileshare. Which of the following describes how this data will most likely be classified? (Select two).
A._Urgent
B Public
C. Restricted
D Operational
E Private
F. Confidential



Item 181 of 620 (Exam B, Q166) ¢ e A
Which of the following would be most useful in determining whether the long-term cost to transfer a risk is less than the impact of the risk?

A.SLE

B RTO

C.ALE

D.RPO

E ARD

| ‘Answer; C

Item 182 of 620 (Exam B, Q167) 04 ; 3 » = . - "fl-'-
Muwuwm-mmwwa.mmmwu.wum.m gl has basic ion about the device. Which of the following best describes this kind of
penetration

A Integrated

Nem IR0 (Exaen B, Q168 S : : SRS . 2 . = : S e
A bank set up a new server that contains customers’ Pll. Which of the following should the bank use to make sure the sensitive data is not modified?

A._User behayior analytics
B_File intagrity monitoting
C.Network access cantrol

D Full disk encryption
Answer. B

&

Item 184 of 620 (Exam B, Q166) o . § AL UE o 2 = . ¥y Hen Ariir’
An is ging a VPN its and a branch location. Which of the following is the VPN protecting?
A_Geographic restrictions
B. Data savereignty
C.Data in yse
D.Data in transit

| Answer. D

Item 185 of 620 (Exam B, Q170) e 1 ] ) o y 3 . o - N ’ Hn Arsvir’
A security analyst is investigating an alert that was by endpoint p o The analyst ines this event was a false positive triggered by an employee who o a file.
Which of the following s the most likely reason the download was blocked?
A A misconfiguration in the endpoint protection software

B.A zero-day winerabdity in the fle

C. A supply chain attack on the endpoint protection vendor

D Incorrect file permissions

(Answer. A

Item 186 of 620 (Exam B, Q171) : ¢ 3 o AR
anew and is files via the per's website. Which of the following should the developer post on the website to allow users to venify the integrity

A P
of the downloaded files?



Item 187 of 620 (Exam B, Q172)

Which of the following stegs is performed with the goal of the incident

A_Containment

B Detection
C.Recavery

D Lessons leamed

| Answer. D

Item 188 of 620 (Exam B, Q173)

A security analyst ascript to 3 trivial and 1 task. Which of the following best describes the banefits of ensuring other team members understand how the script works?

A_To prevent a single point of faiure
B. To identify complexity

C.To reduce implementation cost

D. To remediate technical debt

| Answer. C

Item 189 of 620 (Exam B, Q174)

Which of the following best ensures minimal downtime and data loss for organ: with critical co

A_High availabdity networking
B. Generators and UPS
C.Redundant cold sites

D. Off-site replication

Answer, D

Item 190 of 620 (Exam B, Q175)

Muwmww-mmacmmiuw&'ﬁy&ofmw;{wMmmw&u"wwuw;wym mimuwnmuhéumw?

A.Jump server
B Proxy server
C.ROP server
O. Hypervisor

| Answer. A

Ill!nrﬁlro!m (Exam B, 0179! 3

Visitors 1o a secured faciity are required to check in with 2 photo 1D and enter the faciity through an access control

A.Physical

B Maragerial
C.Operational
D, Technical

| Answer; A

Item 19.2.,!620 (Exam B, Olm

mwms«mmic'somawmwmmbmm'

the following should the CISO use?
A Penetration test
B. Attestation
C. Imemal audit
D External examination

AnwnrD

e Aryuer

e Arye
Which of the g best this form of secunty control?

of how the



Item 193 of 620 (Exam B, Q178) .
Asmmsmm»mmmum ing properly. The reviews the g firewall logs g traffic going to the web server:

rbaeer 2
Wt
St -n ).4

"
g n-lmm 15 -
FETR S G T

Which of the following attacks is likely ocourring?
A Brute-force

T O T R

| D.HTTPS downgrade
| |Answer. C K

Item 194 of 620 (Exam B, Q179). .

Anmmm-mmmmmuw m-smmwmhwmudusmmum WMMMMthmumnm
all systems requiring the paich are updated?

[N
Ihm 19601820 (Exam B, O‘lW) P

vawvywo\unebmmyusmmmumMW»mmzmmmemmuwwmmm Which of the following would be best for the
systems administrator 1o

A Jump server

B Virtuaiization

C Argap

D Logical segmentation
j o =

&

Item 196 of 620 (Exam B, Q181) ) 7 [
Which of the foliowing provides the details about the terms of a test with a third-party penetration tester?

A_Supply chain analysis
B_Right fo audit clause
C.Rules of engagement
D. Due diligence

| Answer. C

L

Ihm ‘97d820 (Ex-nB 0182) Hete Ansaen
MMBMUWMW&MWWWW mmmmmmmmmmmdwn Which of the
should the choose’

A Private
B. Public
C. Hybrid
D.Community

:Amw-'r,Ab



(i A S bmsmaadas o 3. - o x
Item 188 of 620 (Exam B, Q183) A
An administrator discovers that some files on a database server were recently encrypted. The administrator sees from the security logs that the data was last accessed by a domain user Which of the following best

| describes the type of attack that occurred?

A |nsider threst

B Watering-hole

C. Social engineering

D Unauthorized attacker

tem 199 0620 (Exam B, Q184) 3 ; S o : : i
A security engineer needs to configure an NGFW to minimize the impact of the increasing number of various traffic types during attacks. Which of the following types of rules is the engineer the most ikely to

A Agent-based

B. Behaviorai-based
C URL-based

D Signature-based

| Answer. B

Item 200 of 620 (Exam B, Q185)

A network manager wants 1o protect the /'s VPN by | 9 that uses:
1 Something you know

Which of the f % would dsh the s goal?

C VPN IP address, company 1D, facial structure
D.Company URL, TLS certficate, home address

Answer, B

Y

Item 201 01820 (Exam B, Q188)
Which of the following provides the details about the terms of a test with a third-party penetration tester?
A.Due diligence
B Supply chain analysis
C Right to audnt clause
D. Rules of engagement

‘:MVD

Item 202 of 620 (Exam B, Q187)
An administrator is creating a server that cannot be shared with any other organizations. The administrator also wants to ensure that the company retains control over the Which of the g cloud
should the L choose?

A Private

B. Public

C Hybrid

D. Community

| Answer. A
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lumzo:ofszo (Exam B, Q188) S
An administrator discovers that some files on a database server were recently encrypted. The administrator sees from the security logs that the data was last accessed by a domain user. which of the following best
describes the type of attack that occurred?

A Sccial engineering

B. Insider threat

C Unauthorized attacker

D. Watenng-hole

(i ————

ltem 204 of 620 (Exam B, 0189)

A network manager wants o protect the 's VPN by i multifactor that uses
1 Something you know

2 Something you have

3 Something you are

Which of the would sh the s goal?

A. Domain name, PK), GeolP lookup
B. VPN IP address, company (D, facial structure
CF token, i

D.Company URL, TLS certificate, home address

Answer, C

Item 205 of 620 (Exam B, Q180)
A security engineer needs to configure an NGFW to minimize the impact of the increasing number of various traffic types during attacks. Which of the following types of rules is the engineer the most likely to
configure?
| A Behavioral-bissed
B. Signature-based
C URL-based
D. Agent-based

P— g 3 ; - — - : SR —
ltem 206 of 620 (Exam B, Q181) on dewurr

A systems is changing the vnhywhhhmmmmmmmmmmiﬁwﬁummmlmumnqxuyamWhuolmhmmmwmmm
measures will the administrator most ikely use?

A Enabing PAP

Item 207 of 620 (Exam B, Q192) e
A company that is located in an area prone to hurricanes is developing a disaster recovery plan and looking at site considerations that allow the 1o continue Which of the following is
the best type of site for this company?

A Tertiaty

B. Warm

C.Cold

D.Hot




(i —————

Item 208 of 620 (Exam B, Q183)

A new employee iogs in 1o the email system for the first time and notices a from human about The oy mmammmmmnmmmmm'
links do not 10 finks C with the Which of the g attack vectors is most likely being used?

A Default credentias

B. Business email

C Scclal engineering
D.Unsecured network

| Answer. C

(i ————

Item 208 of 620 (Exam B, Q184)

An receives a text from an number claiming to be the company’s Chief Executive Officer and asking the employee to purchase several gift cards MMM.MM&M
does this describe?

A Vishi

B. Smishing

C Pretexting

D. Phishing

| Answer. B

tem 210 of 620 (Exam B, 0185) ;
A security analyst is reviewing the source code of an application in order to identify me and Which of the following kinds of analysis best describes this review?
A.Gap
B Static
C Impact
D: Dynaméic

| (Answer. B

Item 211 of 620 (Exam B, Q196)
A recent penetration test identified that an attacker could flood the MAC address table of network switches. Which of the following would best mitigate this type of attack?

ANGFW

B Load balancer
C_Port security
D.IPS

| | Answer. C

Jtem 212 6 620 (Exam B, Q197) )
In order o strengthen a password and prevent a hacker from cracking It, a random string of 36 characters was added to the Which of the best this 7

A.Salting

B Data masking
C Key stretching
D. Tokenization

| (Answer. A




item 213 of 620 (Exam B, 198) '
Which of the following Is the best way to secure an on-site data center against intrusion from an insider?
A.Access badge
B Motion sensor
C Video suiveifiance
D Boflards

‘.Aumr.'c

Jtem 214 of 620 (Exam B, 0188) A3 ; : P " ' 0
A company hired a security manager from outside the organization to lead security operations. Which of the following actions should the security manager perform first in this new role?
A.Perform a ser iD ravalidation
B Review security policies.

C Estab¥sh @ secunity baseline
D. Adopt security benchmarks.

Item 215 of 620 (Exam B, Q200) ; )
A wisitor plugs a laptop into a network jack in the lobby and is able to connect to the ‘s network. Which of the should be g on the existing network infrastructure to best prevent this
activity?
A Transport layer security
B. Port seconty
C.Web application firewall
D.Virtual private network

Lim—- ————

tem 216 of 620 (Exam B, G201) e

A security analyst is an server and that softy on the server is ly. The softy normally runs batch jobs locally and does not generate traffic, but the process
is now generating outbound traffic over random high ports. Which of the following vuinerabiities has Sikely been exploited in this software?

A Race condition

B. Side ioading

C Memory injection

D.SQL injection

| Answer. C

Item 217 of 620 (Exam B, Q202) ¢ =
After conducting a vuinerability scan, a systems administrator notices that one of the identified vuinerabilities is not present on the systems that were scanned, Which of the following describes this example?

A.False positive
B Trus negative
C Trua positve
D.False negative

‘.MA




Htem 218 of 620 (Exam B, Q203) ; Ry ' ; i
A security engineer is implementing FDE for all laptops in an organization. Which of the following are the most important for the engineer to consider as part of the planning process? (Select two),
| A.Key essrow

B TPM presence

C Dats tokenization

D Dgttal signatures

E Pubiic key management
F. Certificate authonty linking

tem 215 of 620 (Exam B, Q204) . ' : 2 : : i »
Users at a company reported that one of the company’s VPN tunneis was not functioning. Security analysts discovered that traffic to the VPN tunnel was being redirected to a malicious IP address to caplure log-in
cradentials Which of the fellowing security measures shouid have been the first step in preventing this attack?

A Patching the VPN servers to the latest version
B. Enabling MFA for DNS admin accounts

C. Using honeypots to detect network attacks
D. Deploying updates to VPN agents sooner

| Answer. B

Htem 220 0f 620 (Exam B, Q205) ; o : : )
Which of the following threat vectors is most commonly utiized by insider threat actors alternating data exfiltration?

C Impersonation of business units through typo squatting
D. Default network device credentials

Auwa

Item 221 of 620 (Exam B, Q208) ; N ; y RN § ; e
A security administrator would ike to protect data on employees’ laptops. Which of the following encryption techniques should the security administrator use?
A. Partition

B Database

C.Full disk

D. Asymmetnc

| e

Item 222 of 620 (Exam B, Q207)
A heaithcare organization wants o provide a web application that allows Individuals to digitaily report health emergencies. Which of the f Is the mos! im) during ?

A. Availabity

B Ease of deployment
C Scalability

D.Cost

AuwA




Htem 223 of 620 (Exam B, G208) X
Which of the following should a systems set up to In the resil of an by spitting the traffic between two identical sites?
| = A.Geographic disruption

B Paraliel processing

C Failover

D. Load balancing

| \Answer. D

(i

lllmﬁ‘ofm (Exam B, Q208)

Awwmmmmbmnmhmmdmm.Mﬁmwﬁbmmmhwwm7

A.Review fhe docurnents’ data classification policy

B Set the maximum data reteation policy

C Securely store the documenis on an air-gapped network.

D. Conduct a tabletop exercise with the team
| | Answer. D NS

~

(i

Ium:ésqeéo (Exam B, ©210)

Which of the following automation use cases would best enhance the security posture of an by rapidly updating when lﬁna

item 226 0f 620 (Exam B, Q211)
A technician is deploying a new security camera. Which of the following should the technician do?
A.Disable unnecessary ports.

D, Configure the comect VLAN
| |Answer. D T

Htem 227 of 620 (Exam 8, G212)
Which of the following should a security operations center use 1o improve its incident response procedure?
| A.Framaworks

——r————




Item 228 of 620 (Exam B, Q213) ; :
Which of the following control types should be used to identify an unauthorized log-in to the network?

A.Detective
B Directive

C Corrective
D.Preventive

|| Answer. A

tem 229 07620 (Exam B, Q214) < 3 ; ; ! : : )
An administrator was notified that a user logged in remotely after hours and copied large amounts of data to a personal device. Which of the following best describes the user's activity?

A.Penetration testing

B External audit

C. Insider threat

D.Phishing campaign
An!w-rc }

Item 230 of 620 (Exam B, Q215)
To improve the security at a data center, a security administrator implements a CCTV system and posts several signs about the possibility of being filmed. wmmmmmmmd
controis? (Select two).

A Corrective

B. Directive:

Lim—-

Item 231 of 620 (Exam B, Q218)

that most and do not want to carry a separate company phone to access work-related emails, ﬂnmmﬂm»mmammm
onphynimmhlspwm-mmmmmnnmwmuml Which of the following is the company setting up?

A SCAP
B.RTOS
C 8Y0D
D.COPE

| Answer. C

Item 232 of 620 (Exam B, Q217)
An organization Is required to maintan financial data records for three years and customer data for five years. Which of the following data management policies should the organ(zation impiement?

A. Certification
B Inventory
C Retention
D. Destruction

| (Answer, C




Item 233 of 620 (Exam B, Q218) ; 4 ]
A user would like to install software and features that are not available with a 's default Which of the following would allow the user to Install unauthorized software and enable new features?

A.Side loading

B8

C Cross-site seripting
D.saLl

| Answer B

Item 234 of 620 (Exam 8, 0219) ] ) S .
A security analyst scans a 's public network and a host is running a remote deskiop that can be used to access the production network. Which of the following changes should the security analyst

A Connecting the remote server to ihe domain and ncreasing the password length
8. Setting Up a VPN and placing the jump server inside the firewall

C Using a proxy for web connections from the remote desktop server

O .Changing the remote desktop port 10 a non-standard number

Answer; B

Item 235 of 620 (Exam B, Q220) 4 i
An accounting clerk sent money to an attacker’s bank account after receiving fraudulent instructions to use a new account. Which of the following would most likely prevent this activity in the future?

A, Executing regular phishing campaigns

B. Implementing insider threat detection measures

C_Updating processes for sending wire transfers

D. Standardizing security incident reporting
‘Answer. C

MZS!O'C}O (Exam B, Q221) 3 o

A security admi is configuring fi The admin the defauit permissions and added jons for only users who wil need o access the fleshares as part of their job duties. Which of
g best why the i perfe these actions?

Item 237 of 620 lEnt,QZZZ) ; 2 Y - P
Which of the following would most likely be used by to perform i g

A. Social engineering

B. Rainbow table

C_Third-party saftware

D.Supply chain compromise
‘Answer. A

Item 238 of 620 (Exam B, Q223) e
Which of the folowing vulnerabilities is exploited when an attacker overwrites a register with a malicious address?

A, Buffer overow

B.VM escape

C.SQL njection
D.Race condition

|Answer. A



Item 239 of 620 (Exam B, Q224) 3 ) . ? ot Aavwe
A security identifies an that is storing data using MD5. Which of the following best identifies the vuinerability ikely present in the application?

A. Malicious update

B Zerg day

C Cryptographic
D. Side loading

Answer. C

Item 240 of 20 (Exam B, Q225) R iaad
After a security ncident, a systems administrator asks the company to buy a NAC platform. Which of the following attack surfaces is the systems admunistrator trying to protect?

A, Betooth

B.SCADA

C.NFCT

D.Wired
|Answer. D

Item 241 of 620 (Exam B, Q226) ) ’ e
An ion would like 1o cak the time needed to resolve a hardware issve with a server. Which of the g risk p this example?

A Mean time to repair

B Recovery fime objective
C_Mean time between fallures
D Recovery point abjective

Answer. A

Item 242 of 620 (Exam B, Q227) i
An organization s required to mamtain financial data records for three years and customer data for five years. Which of the following data management policies should the organization implement?

A loventory
B_Retention
C Certification
D.Destruction

|Answer. B

Item 243 of 620 (Exam B, Q226) R

Acyburcp«aﬁunlm-ﬂwsamurhyaﬂyslmnnmmkmmnmumm-.SMMMMMMW.WHMVNMMIMMMM
security analyst should do to identify this behavior?

A Threat hunting

8 Digital forensics

C Incident response

0. E-discovery
Answer; A

Item 244 of 620 (Exam B, Q229) D
Which of the best figuring devices to log to an off-site location for possible future reference?

A.Log aggregation

B Archiving

C SCAP

D.OLF

‘Answer. B




Item 245 of 620 (Exam B, Q230) ¥ oo
A systems admnistrator would like to deploy a change to a production system. Which of the ing must the ini: submit to that the system can be restored to a working state in the event of
a performance issue?

A Backout plan

B Apptovel procedure

C Tes! procedure

0. Impact analysis

Answer; A

Item 246 of 620 (Exam B, Q231) R iand
A systems administrator notices that the research and development department is not using the VPN when ing various related services and systems. Which of the following scenarios
describes this activity?

A Data exfitration

B _Shadow IT'

C Nation-state attack

O Espionage
Answer; B ;

Item 247 of 620 (Exam B, Q232) pe—
Which of the folowing would be the best way to handle a critical business application that is running on a legacy server?

A. Hardening

B. Decommissioning
C_Segmentation
D isolation

Answer. A

Item 248 of 620 (Exam B, Q233) R
A systems administrator receivers an alert that a company's internal fde server is very slow and is only working i The systems ine reviews the server management software and finds the
fofowing

information about the server.
Serverane § $mppctions | oY (MmN | Beadin b ricadly
L N e WU R vers 0 Aaers
Which of the following indicators most likely triggered this alert?

A. Network saturation
B.Resoutce consumption
C.Account lockout
D.Concurrent session usage

Answer. B

Item 249 of 620 (Exam B, Q234) " R
Which of the g security is i with the son of a RADIUS server?

A AAA

B.ACL

C.CIA

D.PEM

Answer. A

Item 250 of 620 (EwnB,QHS) y D
Which of the following would be used to detect an employee who is emailing a customer list to a personal account before leaving the company?

A EDR
B.Fim
C.OLP
D.ID§

‘Answer. C



Item 251 of 620 (Exam B, Q236) < R
A systems administrator needs to ensure the secure communication of sensitive data within the organzation's private cloud. Which of the following is the best choice for the administrator to implement?

ATGT

B.1PSec

C.RSA
D.SHA-1

|Answer. B

Item 252 of 620 (Exam B, Q237) ’ X p i e At
During a recent breach, ! ials were compromised when a service desk employee issued an MFA bypass code to an attacker who called and posed as an employee. Which of the following should be
used o prevent this type of incident in the future?

A Biometrics

8. Mardware token MFA

C Least prvilege

D identity proofing

Answer; B

Item 253 of 620 (Exam B, Q238) R
A security manager created new documentation to use in response 1o various types of security incidents. Which of the following is the next step the manager should take?

A. Set the maximum data retention policy.

8. Conduct a tabletop exercise with the team

C_Review the documents’ data classification policy

D.Securely store the documents on an air-gapped network.
Answer B

Item 254 of 620 (Exam B, Q239) : , o
An izt a third-party full analysis of its supply chain. Which of the following would the analysis team use to meet this requirement?

A Vuinerabiity scanner

B_Penetration test

c.§cap

D llumiration tool
|Answer. B

Item 255 of 820 (Exam B, Q240) y . y e R
Which of the following security controls is most likely being used when a critical legacy server is segmented into a private network?

A. Preventive

B.Compensating

C_Deterrent

D.Carrective

Answer. B

Item 256 of 620 (Exam B, Q241) 3 . ‘ i
After performing an assessment, an analyst wants to provide a risk rating for the findings. Which of the following concepts should most likely be considered when calcutating the ratings?

A. Owners and thresholds

8. Impact and likelihood

C_Appeiie and tolerance

D.Probability and exposure factor
|Answer- B



Item 257 of 820 (Exam B, Q242)

A devel ‘nuﬁ X indh ¥ b files via the
of the downloaded files?

mmzseooozo (EmB,QZ“) N 4 - )
Which of the following describes the category of data that is most impacted when it is lost?
A Private
B.Critical
C_Publc
D.Confidential
|Answer. B

Mm‘dm (Exam B, Q244) 4 P -
Which of the folowing activities is included in the post-incident review phase?

A g the system's 0" and settings
B.Developing steps to mitigate the risks of the incident

C.\ the y of the duiring the
D.Determining the root cause of the incident

‘Answer. D

Item 260 of 620 (Exam B, Q245)

An administrator needs to perform server hardi before Which of the
A. Disable default accounts
B Join the server to the corporate domam
C_Send server logs to the SIEM.
D Remove unnecessary services.
E Document default passwords
F. Add the server to the assel inventory,

e YR e Mo X

M;ﬂ!dm (Exam B, Q246)

steps shoukd the administrator take? (Select two)

maﬁmmemmmﬁmm-ﬁmmww

A MOA
B8.5lA
c.mou
D.sow
|Answer- B

Item 262 of 620 (Ewnﬂ,OZl")

.r's website. Which of the following should the developer post on the website to alow users o verify the ntegrity

A manager receives an email that contains a link to receive a refund, After hovering over the link, the manager notices that the domain's URL points to a suspicious link. Which of th following security practices

heiped the manager to identify the attack?
A URL scanning
B Policy review
C.End user traning
O.Piain text emad
Answer A



Item 263 of 620 (Exam B, Q248) 9 A s
Which of the following penetration testing teams is focused only on trying to compromise an organzation using an attacker’s tactics?

A Red
B.Ble
C_White
D Purple

Answer. A

Item 264 of 620 (Exam B, Q249) o
Which of the following most impacts an administrator’s ability to address CVEs discovered on a server?

A Risk tolerance

B_Pateh availability

C Organizational impact

D Rescanning requirements
Answer. B

Item 265 of 620 (Exam B, Q250) \ ot Ao
Which of the folowing would most likely mitigate the impact of an extended power outage on a company’s environment?

A SOAR
B.UPS:

C Hot site
D.Snapshots

Answer. B

Item 266 of 620 (Exam B, Q251) ot A
The CIRT is reviewing an incident that involved a human resources recruiter exfiltrating sensitive company data. The CIRT found that the recruiter was able to use HTTP over port 53 to upload documents to a web
server. Which of the following security infrastructure devices could have identified and blocked this activity?

A WAF utikzing SSL decryption

B.NGFW utiilzing appiication inspection

C SD-WAN utilizing |PSec

0. UTM utilizing & threat feed

Answer; B

Item 267 of 620 (Exam B, Q252) R
A hacker gained access to a system via a phishing attempt that was a direct result of a user clicking a suspicious ink. The link laterally deployed ransomware, which laid dormant for multiple weeks, across the
network. Which of the foSowing would have mitigated the spread?

A VAT

8108

CiPS

D WAF

Answer; C

Item 268 of 620 (Exam B, Q253) T
A company is decommissioning its physical servers and replacing them with an architecture that will reduce the number of individual operating systems. Which of the les should the use to
achieve this security requirement?

A Vinualization

B. Microservices

C.Infrastructure as code

O _Containerization

Answer, A




Item 268 of 520 (Exam B, Q254) o v
Which of the folowing risks can be mitigated by HTTP headers?

A SSL

8.00S

C.XSS

D.sal

Answer. C

Item 270 of 620 (Exam B, Q255) R iaad
An organization mantains intellectual property that it wants to protect. Which of the following concepts would be most ficial to add to the 's secunity training

A, Simulated threats

B. Phishing mwareness

C_insider threat detection

D Business continuity planning
Answer. C

Item 271 of 620 (EntOZSO) e

Anl‘l’lsemd-n MMM-nmwmmmmmnmmuwwmm mmmsmmmmmum.m.wwmyMnm.u
enterprise netwark for Wi-Fi connections. The IT technician arrives at the remote site and observes an open Wi-Fi SSID that is identical 1o the company's official SSID. Which of the following best describes this type
of attack?

A.User credential replay
B Resource inaccessibiity
C.On-path rogue access point
D Application forgery

v S

Item 272 of 620 (Exam B, Q257) Ll
A security analyst has determined that a security breach would have a financial impact of $15,000 and is expected to occur twice within a three-year period. Which of the folowing is the ALE for this risk?
A.$10,000
B.$30,000

C.§7.500
D.$15,000

|Answer. A

Item 273 of 620 (Exam B, Q258) L o
Which of the following metncs is used to quantify the severity of a vulnerability according to the cvss? (Select two).

A Probability of impact

8. Environmental score

C.Temporal score

D Explottability

E Remediation effort

F Configence level

Answer BD

Item 274 of 620 (Exam B, Q259) D
A jous update was toa ity platform and disabled services at many organizations. Which of the following best this type of i

A, Insider threat
B.0D0S attack
C_Supply chain
D Rogue employee

|Answer. A




Item 275 of 620 (qu,ozeo) T

After creating a contract for (T the human changed several clauses, The contract has gone through three revis Wh:hown g should the human resources
department foflow to track revisions?

A Version cenfrol
B Version changes
C Version updates
D Version validation
Answeri A

Item 276 of 620 (Exam B, Q261) ) o R iaad
The marketing department set up its own project management software without telling the P Which of the fc d this

A, Data exfitration

B_Shadow IT

C Service disruption

D insider threat
|Answer- B

Item 277 of 620 (Exam B, Q262) ) y " : . , o
Several customers want an organization to verify its security controls are i ly and have ani opinion. Which of the following is the most efficient way to address these requests?

A, Provide 3 third-party attestation tepon

B. 10 Hire a veador 1o perform a penefration test
C_Perform an annual self-assessment.

D_Aliow each client the right to audit

Answer- A

Item 278 of 620 (Exam B, Q263) : ’ X o Ll d
During a SQL update of a database, a temporary field that was created was replaced by an attacker in order to allow access to the system. Which of the following best describes this type of vulnerability?

A, Race condition
B Makcous update
C_Side loading

D Memory injection

(Answer. A

n-mznu_m lEnt_,ozu) - y ) o
An ion wants to imit ial impact to its log-in database in the event of a breach. Which of the following options is the security team most likely to recommend?

A. Segmentation
B Tokenzzation
C Hashing
D.Obfuscation

Answer. A

Item 280 of 620 (Exam B, Q265) . : R
A security analyst is i hgating a jon that is. of d ication to a nd-controf server. During the i y the analyst that logs on the endpoint were
deleted. Which of the following jogs would the analyst most likely look at next?

AIPS

8. Windows security

CACL

O Firewal

Answer. B




Item 281 of 620 (Exam B, Q266) . Riond
A systems administrator notices that one of the systems critical for processing customer transactions is running an end-of-ife operating system. Which of the following techniques would increase enterprise security?
A, Placing the system in an isolated VLAN
B. Decommissioning the system
C_Installing HIDS on the system
D.Encrypting the system's hard drive
|Answer. A

Item 282 of 620 (EMQ,QZW) W

Employees located off-site must have access to nw}m lete their assi tasks, These oy MUMMMWWWMW.WM
the following best describes this solution?

Item 283 of 620 (Exam B, Q268) B R
Which of the following describes an executive team that s meeting in a board room and testing the company's incident response plan?

A. Tabletop exercise

B. Capacity planning

C_Continuity of operations

D.Paraliel processing
Answer. A

Item 284 of 620 (Exam B, Q269) e Aae
Client files can only be accessed by employees who need to know the i and have ified roles in the Which of the f ing best this security

A. Non-repudiation
B. Integrity

C Availabilty

D Confidentiality

‘Answer. D

Item 285 of 820 (Exam B, Q270) ) . s R
Which of the following is the incident response process phase in which the goals to prevent future secunty incidents?
A Eradication

Item 286 of 620 (Exam B, Q271) Ld
Which of the following would best explain why a secunty analyst is running dadly vulnerability scans on all corporate endpoints?

A. To continugusly the monitor hardware inveastory

B.To hunt for actve attackers in the network

C_To find shadow IT cloud deployments

D.To frack the status of patching installations

‘Answer. D



Item 287 of 620 (Exam B, Q272) P
Which of the following is used to protect a computer from viruses, malware, and Trojans being installed and moving laterally across the network?

A EDR

B.10S

CACL

D.NAC
|Answer. A

Item 288 of 620 (Exam B, Q273) e
Which of the f ing best d the practice of hing laws and related to infc security ions within a specific industry?

A. Complance reporting

B Attestaton

C GOPR

D.Due dégence

Answer. D

Item 289 of 620 (Exam B, Q274) A ; p e v
After a was initiated a lawsuit. The s have that the security team initiate a legal hold in response to the lawsuit. Which of the following describes the
action the security team will most likely be required to take?

A Retan the emmalls between the security team and affected customers for 30 days

8. Retain ait emails from the to affected for an finite period of time

C Retain any communications related to the security breach until further notice.

D.Retain any i security during the breach responss
Answer; C p ‘

Item 290 of 620 (Exam B, Q275) o
Which of the following methods to secure cradit card data is best to use when a requirement is to see only the last four numbers on a credit card?

A Masking

B. Tokenzation

C_Encryption

D Hashing
|Answer- A

ltem 261 of 620 (Exam B, Q276) i " : I , e
An IT manager is increasing the security capabdities of an won after a data initiative ined that itive data could be exfiltrated from the environment. Which of the following solutions
would mitigate the risk?

ADLP

8. OMARC

C.XDR

O.SPF

Answer; A

Item 262 of 620 (Exam B, Q277) e
Which of the following techniques can be used to sanitize the data contained on a hard drive while allowing for the hard drive to be repurposed?

A Degaussing

B. Drive shredder
C._Retention platform
D.Wige toal

‘Answer. D



Item 293 of 620 (Exam B, Q278) ot Aavwe
An organization is looking to optimize its environment and reduce the number of patches necessary for operating systems. Which of the following will best help to achieve this objective?
A Real-time operating system

Item 294 of 620 (Exam B, Q279) » : 7 ey
An IT manager is putting together a plan d ing how the I will keep ing n the event of a global incident. Which of the following plans is the IT manager creating?

A, Business continuity

B.Change management

C Disaster recovery

D Physical security
|Answer- A

Item 295 of 620 (Exam B, Q280) R
A security engineer is instaling an IPS to block signature-based attacks in the Which of the f; ing modes will best accomplish this task?

A Active

B Audit

C_Monitor

D.Sensor

Answer. A

Item 266 of 620 (Exam B, Q281) i

meuamnmmmmmnmnm«&nmsmm.mmmq.m&mwwummm.w&ndhmmm
administrator do?

A |Implemant security awareness training

8. Deploy multifactor authantication

C Update the acceptable use policy

D Decrease the level of the web fiter settings

Answer, A

Item 297 of 620 (Exam B, Q282) y : , o
An attacker posing as the Chief Executive Officer calls an employee and instructs the employee to buy gift cards. Which of the following techniques is the attacker using?

A. Smishing

B. Vishing

C_impersanating

D.Phishing
Answer. C

Item 298 of 820 (Exam B, Q283) : p i Ld
An i a ity incident involving a command-and-control server. Which of the following logs should be analyzed to identify the impacted host? (Select two)

A, Network

8 System

C Authentication

D.Appiication

E Ermor

F. Firewal

=




Item 268 of 620 (Exam B, Q284)

which stores credi card i Which of the

A L is updating the 's SQL
breach?

A Hashing

8 Masking

C Obfuscation

D.Tokenzation

Answer; D

for pending

[N

mmsooovozo (Exam B, Q285)
Which of the followi

A. Role as controfier or processot
B_Request process for data subject access
C_Reporiing structure for the data privacy officer
D.Physical location of the company

|Answer- A

nmm' foran

1o evaluate as it establshes and maintains a data privacy program?

Item 301 of 620 (Exam B, Q288) \
Which of the the a
A SLA
B MOA
Cc.Mou
D.BPA

Answer. A

Item 302 of 620 (Exam B, Q287)
maummﬂ-mmwﬁsum-mmmmmv
A, Harden the virtual host
B.Create WAF rules.
C_Apply patch management
D.Enable network intrusion detection
(Answer. A N

Item 303 of 620 (Exam B, Q288) -
muumnammmwmmmmm
A Finding security gaps in the system
B. Unauthorized access 1o the system
C_Reports of faise positives
DA disruption of business operations
Answer- D o

mmsouuzo (Exam B, Q289)
TMWIMMOM(CISO)M is
wnmmusowummucMummwmmv

A Contractual implications
B Fines

C Sanctions

D Reputational damage

Answer; B

is the best method 1o secure the data against a potential

wammmw'um'mmnmmmmmummwuumﬁﬂ

mwmmm musommmmummnmmm \Muehoﬂm



Item 305 of 620 (Exam B, 02’0)

Amulty is addressing a mwmmkwmdmm-mmwmusmmmmm-uumumnnm Wmnoﬁhehbamg

mumnowwusmﬂrm)
A Certficate revocation st
B WaF
C Honeypot
D.NIDS
E HIPS
F SIEM

Answer: B0

Item 308 of 620 (Ema Q291)

-

Auullty -mmmmm.wmvmmwmmmwmnmmwmumlmhmdmmmmm-nmww

mammmmmwmmmm
A GRE
8 EAP
C SO-WAN
D IPSec

Answer; D

Item 307 of 620 (Exam B, Q292)

A its data was for sale on the dark web, During the inital i the data was
should take?
Amuumwmbeumm
g of the s systems.
CNaMyDnapphuhlepam:olhemh
D Identify the attacker's entry methods.
Answer;C
mmdozo(mscm)
An with multiple focati mmnmmmmaﬂhﬁmmmMﬂsm
mmmMcmwmwmmmwﬁccmmhummhmwtamfummmmﬁwm
A UTM
B.SASE
C.VPN
D SD-WAN
Answer; D

Item 300 of 20 (Exam B, Q294)

y data. Which of the following is the next step the company

and diabup. Anarmt-cuﬂbnwnmmwm

Ll

Amm-mawwmnmmwmmmw mmma&czmmms“sm Which of the following processes is the
conducting?

analyst most fikely

A Due dégence

B Attestation
C_Penetration testing
0. Intemnal audit

Answer; A

Item 310 of 620 (Exam B, Q295)
Which of the following describes effective change management procedures?

A Approving the change after a successful deployment

B.Using an-automatic change control bypass for securily updates
C_Having a backout plan when a patch fails

D.Using a ticke! system for tratking changes

‘Answer. D



Item 311 0/ 620 (Exam B, Q296) e A
An organization recently started hosting a new service that customers access through a web portal. A security engineer needs to add to the existing security devices a new solution to protect this new service. Which
of the following is the engineer most iikely to deploy?

A UTM

B.NGFW

C WAF

D Layer 4 firewall

[Answer; C

Item 312 of 620 (Exam B, Q297) .

Mwm«mﬂloavmhevlaamlnd'nuubiehtceeul&mm‘twmmmmﬂwmﬁmmmumﬁm.AMerMa.wwm
that the account was never moved to the new group. Which of the folowing access controls is most Ekely causing the fack of access?

A Least privilege
8. Time of day
C Role-based
D Discretionary

Answer; C

Item 313 of 620 (Exam B, Q298) 7 P
A legal department must maintain a backup from all devices that have been shredded and recycled by a third party. Which of the ing best ths

A. Destruction
B_Data retention
C Certification
D.Sanitization

Answer. B

)

Im 314 of 620 (Exam 8 Q299) - 4 i
Which of the following hardening techniques should be done to newly purchased devices fo reduce attack surfac

A, Using configuration enforcement

B_Removing unnecessary software

C_implementing a host-based firewall

D instaliing endpoint protection
|Answer. B

Item 315 of 620 (Exam B, Q300) - R
Which of the following topics would most likely be included within an organization's SOLC?

C_information security policy
D.Branch protection requirements

Answer. D

Item 316 of 620 (Exam B, Q301) i
A security researcher just disclosed a critical vulnerability. Pror to the disclosure of the vulnerability, the vendor was not aware that it was present in the product. Which of the following describes this type of
vuinerability?

A Race candition

B Zero-day

C Logic bomb

D Time-of-check

Answer; C



nummolm (Exam B, 0302) PoRon
Which of the is most often used to and I { with integrity and ethical behavior within an organization?

A.MOA

B.EULA

C.SlA

D.AUP

Answer: D

Maﬂolm (Exam B, Q303) 7 s
wdmuawmuwmmwmummnmmmwmv

A Hashing
8.Masking
C Obfuscation
D. Tokenization
|Answer. B

Item 319 of 620 (Exam B, Q304) y " : , e
A systems L s g @ recent envi intrusion. Which of the folowing logs s the first place the adminstrator should look to find evidence of the intrusion using network-based indicators of
compromise’

Item 320 of 620 (Exam B, Q305) Ll
Auurifylfchﬂclwm&hpmm = from b by email. Which of the following functions should the chosen solution do?

A, Scan smail traffic inling

B Apply IP address reputation data.

C_Check SPF records.

DTwwmmmfud

Nmrk

Item 321 of 620 (Exam B, Q306) s Aavns
mammmmmmmwmamnmmmmmmmnaﬂm

A, Cold site
B.Hot site
C_Recovery site
D.Wartm site

|Answer- A

Item 322 of 20 (Exam B, Q307) b
mucumymmmmmmmmmA(10227)mmanoaosmmmmmwuouu)mm»unbmym“ mmummm
be blocked. muﬁuummmmmhmMmmav

A Permdy ARI3.7/30 8 10,

Pagmis xﬂrttom s 1.
L8.3472% 23 By

Foay L.4.0.8/0 2= 10
D. [Geny 8.5.3.0/0 2= 18190140

Pusmie 10 /24 22 18.9.0.347
Fermig e

'Answer-C

3



Item 323 of 620 (Exam B, Q308)

An organization wants to improve the company's security authentication method for remote employ Given the L qui
1 Must work across SaaS and internal network applications

2 Must be device manufacturer

1 Must have offline capabilities

Which of the folowing would be the most appropriate authentication method?

Item 324 of 620 (Exam B, Q300) ) . g
An organization s implementing a COPE mobile device management policy. Which of the folowing should the organization include in the COPE policy? (Select two).

A. Requiring passwords with eight characters

B Persenal appication store access

C Data encryption

D.Remote wiping of the device

£ Data usage caps

£ Employee data ownershp
Answer; CD

)

Item 325 of 820 (Exam B, Q310)

Which of the best the concept of log correlation?
A. Searching and processing data 10 identify patterns of malicious activity
B8_Combining relevant logs from multiple sources into one location
C Making a record of the events that occur in the system
D.Analyzing the log fies of the system components

Answer B \

L

Item 326 of 620 (Exam B, Q311) . .

Which of the f sa passve G I i by ion testers in the early phases of an engagement?
A. Pivating
B Pont scanning

C Open-sourte inteligence
D. Exploit vaiidation

‘Answer. D

o

Item 327 of 620 (Exam B, Q312) p
Which of the following threat actors would most likely deface the website of a high-profile music group?

A. Nation-state

B Unskilled attacker

C Organized crime

D Insider threat
Answer B



Item 328 of 820 (Exam B, Q313) p—
Which of the following control types is AUP an example of?

A, Technical

8 Physical

C Managerial
D Operational

\Answer: D

G

Item 320 of 620 (Exam B, Q314) . - ‘ , e
An employee used a company's billing system to issue fraudulent checks. The v is looking for of other of this activity, Which of the following should the adminé

A, Firewad logs

B8_Application iogs

C.I0S/PS Jogs

D Vulnerability scanner logs

Answer: B X

Item 330 of 620 (Exam B, Q315) : T
Which of the following is best way to securely store an encryption key for a data set in a manner that allows multiple entities to access the key when needed?

A, Public key encryption

8. Open public ledger

C Publc key infrastructure

D.Key estrow
\Answer. D

L

Item 331 of 520 (Exam B, Q316) ’ . ’ e’
Asystems administrator notices that the research and development department is not using the y VPN when vanous related services and systems. Which of the following scenarios
describes this activity?

A, Nation-state attack

8. Esplonage
C Data exfiltration
D.Shadow IT

Answer,D

El

Item 332 of 620 (Exam B, Q317) : P
Which of the following should an organization use to peotect its environment from external attacks conducted by an unauthorized hacker?

A HIDS
B.NIPS
CACL
0108

Answer B



Item 333 of 620 (Exam B, Q318) e A
Which of the isa control for user access to a high-risk website?

A. Blocking that website on the endpoint protection scftware

B_Setting firewall rules 1o aliow traffic from any port to that destination
C Enabling threat prevention features on the firewall
D.Configuring a SIEM tool to capture all web traffic

\Answer C

by

Item 334 of 620 (Exam B, Q319) i y e Aiie
Ammm-wmw-mmmmmmnmm WNoholmo“‘ g best this archit

A SDN

8 Hghly avatable

C Av-gapped
D Containerized

Answer. C

&

Item 335 of 620 (Exam B, Q320) e At
Which of the following threat actors would most likely deface the website of a high-profile music group?

A. Unskilled attacker

B Nation-state

C Organized crime

D.Insider threat
Answer: A

lmmdw (MB 032!)

Awmlmﬂliwm The company wants to ensure that a DR site could be brought online quickly in the event of a fallover, and end users would miss no more than 30 minutes of data.
Which of the following should the company do 1o meet these objectives?

A Store the nightly full backups at the DR site

8. Bulld a content caching system at the DR site

C.Implement real-time replication for the DR site.

ouummmmmmmoﬂm

Answer. C

Htem 337 o620 (ExamB,Q322)
An employee who was working remotely lost a mobile device containing company da Which of the following provides the best solution to prevent future data loss?

A.DLP
B FDE
C.EDR
0 MOM

Answer: D



ftem 338 of 620 (Exam B, 323).
An organization has recently decided to $S0O. The are to ge access tokens and focus on application authorization rather than user authentication. Which of the following sokutions will
the engineer team most likely configure?

A Federaton

B SAML

C.LDAP

D.OAuth

(Answer.D

tem 336 of 620 (Exam B, O328) - e
A company's online shopping website became unusable shortly after midnight on January 30, 2023. When a security anaiyst reviewed the database server, the anaiyst noticed the following code used for backing up
data:
¥ IR w ML Tern sealn

ZPP, SATARME Mok snopTnliine; )
Which of the folowing should the analyst do next?

A Search the web server for ransomware noles.

B. Scan the database server for matware.

C.Review WAF logs for evidence of command injection
D.Check for recently terminated DS8As

Answer. C

ftem 340 of 620 (Exam B, 0325)
Which of the best a

A. Financial gain
B_Surveilance of individuals.
C Espionage of state secrets
D Political nfluence

Answer: D

Htem 341 of 620 (Exam B, Q326)
Which of the following data states applies to data that is being actively processed by a database server?

A At rest

B A tse

C Being hashed

D In transit
Answer B

ftem 342 of 620 (Exam B, Q327)
Which of the following would be the most appropriate way to protect data in transit?

A AES-258
BTLS®3
C SHA-256
D SSL30

Answer B

Hem 343 01 620 (Exam B, Q328) -
An IT administrator needs to ensure data » are i onan i ion. Which of the the 3 's role?

A. Processor

B Custodian
C.Privacy officer
D.Owner

Answer B




ftem M4 of 620 (ExamB, Q328)
Which of the following are activities that should be during the z phase of the incident response process? (Select two).

A. Analyzing the Incident

B Restoring the system

C.Removing the malicious threat

D Identifying the threat actor

E Developing a recovery plan

F. Notifying stakehoiders

S

ftem 345 of 620 (Exam B, Q330)
A penetration tester, who did not have an access badge, managed 1o follow 3 group of employees through multiple badged-access doors and into the data center without being stopped. The tester mentions this
finding during the after-action review with the Chief Information Security Officer (CISO). Which of the following issues should the CISO address as a result of this finding?

A Role-based access
B Insider threat
C_Shoulder surfing
DSo:qungmeevn;
Answer.D

Item 346 of 620 (Exam B, Q331).
A customer of a large company receives a phone call from someone claiming to work for the company and asking for the customer’s credit card information, m:mmhw«losmmuu
company’'s main phone number, Which of the following attacks is the customer most likely target of?

item 347 of 620 (Exam B, Q332) =
A security team is setting up 3 new for hosting the ization's on-prems ity ion as a cloud-based service. Which of the following shoukd the team ensure s in piace in order for the
organization to follow security best practices?

A Network segmentaton

8, Vintuaization and isolation of resources

C Strong authentication policies

D.Data encryption

Answer.B

Htem 348 of 620 (Exam B, Q333)
For which of the a following reasons would a systems administrator leverage a 3DES hash from an installer file that is posted on a vendor's website?

A.To activate the license for the fie

B To validate the authenticity of the file
C To caiculate the checksum of the file
D.To test the integnity of the fie

Answer: D

I

tem M9 0f 620 (Exam B, Q334) ) i NN S Y S e

While surveilling a facility, ammmmsusuupmmmynmmummmwmmmammmmmw Which of the following can the penetration tester
use to gain access to the facility based on the employee’s actions’

D.RFID clonng
Answer.D



ftem 35001620 (ExamB, Q336)
A security analyst is mvestigating an incident in which a : ing to ites. The analyst suspects that the hosts fie was modified to include mapping to malicious URLS. Which of the
umwmmmmwummmmahwumm

A Appiication
B. Fitewall
c.IDS
D.Endpoint

Answer.D

item 351 of 620 (Exam B, 0336)
Which of the following is 3 benefit of vendor diversity?

item 362 of 620 (Exam B, Q337)
A company is aware of a given security risk and chooses not to accept responsibliity. Which of the g this risk strategy?
A. Transfer
B Exemption
C Avold
D Exception
Answer: A

u-mmovezo (Eums om) L
After conducting a vulnerability scan, a systems administrator notices that one of the identified vulnerabilities is not present on the systems that were scanned. wummwmw‘f

A False negative
B True negative
C True positve
D False positive

Answer: D

Htem 354 of 620 (Exam B, Q339
meymetmrcwmnwmmmmmwm; ing p com, p com, and com. Which of the following attack vectors is the
security team trying to prevent’

A Typosquatting

B. Watering hole

C Vishing

D Pretexting
Answer. A

ftem 355 of 620 (Exam B, Q340)
Which of the following is a common data removal option for companies that want to wipe sensitive data from hard drives in a repeatable manner but allow the hard drives 10 be reused?
A. Sanitization
B_Formatting
C Degaussing
D Defragmentation

Answer A



ftem 356 of 620 (Exam B, Q341)
Which of the following tasks is typically included in the BIA process?

A. Evaluating the risk management plan

B Develaping the incident response plan

C Identifying the communication strategy

D Establishing the backup and recovery procedures

E Estimating the recovery time of systems
‘Answer; E

Htem 357 of 620 (ExamB,Q342) RN PN e AV
A security admini the f in a web server log while investigating an incident:

“GET ./.1 ./, [etc/passwd”

Which of the following attacks did the security administrator most ikely see?

A_Credential replay

8. Prwilege escalation

C Brute force

D. Directory traversal
et ;

ftem 358 of 620 (Exam B, Q343)
Which of the folowing tools is best for logging and in a cloud

ANAC
B AIPS
C.SIEM
D.Fim

Answer C

Hem 358 of 620 (Exam B, Q344).
Which of the following security measures is required when using a cloud-based platform for loT management?

D Federated sentity

Answer A

ftem 360 of 620 (Exam B, Q345)

An 1 xperi a cybs y incident involving a command-and-control server. Which of the following logs should be analyzed to identify the impacted host? (Select two).

A. Authentication
B Database

C Network
O_Firewall

E Application
F.DHCP

S

tem 361 of 620 (Exam B, Q346) - S NN S ¥
Which of the following security measures is required when using a cloud-based platform for loT management?

A. Firewall

B Single sign-on

C.Encrypted connection

D Federated dentity

Answer C




Item 362 of 620 (Exam B, QM4T)
Which of the following cryptographic solutions protects data at rest?
A. Full disk encryption
B Steganography
C Private key
D Digital signatures
Answer A

Item 363 of 620 (Exam B, Q348).
A systems administrator would ke to create a point-in-time backup of a virtual machine. Which of the following should the administrator use?

A Simulation
B Repication
C.Snapshot
D Containerization

Answer C

Htem 364 of 620 (Exam B, QM8) RN N R SRR R DR
A systems administrator is working on a defense-in-depth strategy and needs to restrict activity from employees after hours. Which of the following should the systems administrator impiement?
A, Time-of-day restrictions

B Mandatory restrictions

C Role-based restrictions

D Attribute-based restrictions

Answer C

Item 365 of 620 (Exam B, Q350)

A security ini notices unused, are to the network. Which of the following actions would the i most likely 1o the
A
B Decommissioning
C lsolating
D Patthing

Answer B

Htem 368 of 620 (Exam B, Q351).
A s ing its and wants to reduce the number of physical servers in use. Which of the following architectures is best suited for this goal?

Hem 367 of 620 (Exam B, Q382)

Amwmnm traffic to a lov public P MNWWbmanmwwmmwmmeM

analyst notices ampuouprmuanmnWMwummmmmmmmhdmm-mmmm this secunity incident’
A A web shell has been deplayed to the server through the page.
B, Matcious nsiders are using the server 10 mine cryplocusrency
C Attackers have deployed a rootkit Trojan to the server over an exposed RDP port.
DAMWMMWmM.mwhm
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item 368 of 620 (Exam B, 353)
Which of the following should an analyst consider when performing a business impact analysis?(Select two).

AARO

B.RPOQ

C SLA

DALE

E SLE

F.RTO

Answer. BF

Htem 369 of 620 (Exam B, Q354) AR NN A X N s
After falling an audit twice, an organization has been ordered by a movement regulatory agency 1o pay fines. Which of the following caused this action?

Item 370 of 620 (Exam B, Q355] :
While reviewing incoming tickets, a security analyst notices that endpoint protection is out of date on a number of systems. Which of the following should the analyst confirm has been updated prior to marking the
Issue as resolved?

A.OS version

B, Sensor version

C Firmware version

D Engne version
(Answer.D

item 371 of 620 (Exam B, Q356)
When trying to access an internal website, an employee reports that a prompt displays, stating that the site is insecure. Which of the following certificate types is the site most likely using?

A. Root of trust

B Seif-signed
C Wildearg'
D Third-party

Answer B

Item 372 of 620 (Exam B, Q357) ) & e Ay
A user, who wants to watch a movie during a break at work, connects to a network switch using an Ethenet cable from a personal laptop. Which of the following security principles shoukd be apphed to best secure
the y's and prevent of this issye?

A 80210

B WAF

Item 373 of 620 (Exam B, Q358) e
Which of the following methods o secure data provides the best protection for data at rest?

A Encryption

B Hashing

C. Obtuscation
D. Segmentation

Answer: A



llm37lof020 (Exam B, Q359) ! R
Which of the following agreement types s used to limit external discussions?

A MSA

B BPA

C.SLA

D.NDA

Answer: A

[

Item 375 of 620 (Exam B, Q360) e

Amm-mmu@m@mmm&mm.mu&maomummmmm»mmﬁm‘mdummmmﬂmw
option?

A Hot

B Warm

C.Cold

D, Geographically dispersed
Answer; B

Htem 376 of 620 (Exam B, Q361) e—

The Chief Information Security Officer (CISO) wants to add a section to the security training that detads social engineering attacks against the company via telephone systems. Which of the following best describes
the security topic the CISO wishes to address?

A Sishing

B. Pretexting

C.Impersonation

D. Vishing
Answer.D

ltem 377 of 820 (Exam B, Q362) . : "
Which of the following examples would be best mitigated by input sanitzation?

A <acript>alart ("Warning!") <‘script>

B Browser message: "Your connection is not private *
C.Emalf message “Click this link to get your free gift card.”
D.map-10.11.1.130

Answer: A

Item 378 of 620 (Exam B, Q363) » ; o
Which of the following threat actors is the most likely to seek financial gain through the use of ransomware attacks?

A Insider threat

B Nation-state

C._Hacktivists

D.Organized crime
Answer. D



Item 379 of 620 (Exam B, Q364)

R

The local L account for a ’-WN was e wwmhmﬁcmmw.wummwammmmmmmmw

A.Changing the default password
B Assigning Individual user 1Ds
C. Using least priviege

D. Reviewing logs more frequently

Answer. A

Item 380 of 620 (Enma oaes)
A secunty analyst is g logs and the
muzzuo--(zw-mzsmntsmlwzmno-Um.Aw:wuku)zwm
Which of the following shoukd be used to best mitigate this type of attack?

A.Input sanitzation

B. Secure cookies

C.Static code analysis

D. Sandboxing :
: s L = & &

A

Item 381 of 620 (Exam B, Q368) ) )
Which of the following s an important security feature that helps protect itive data when ing to a li

model?

A Improved scatabiiity
B High availabiity

C. Network segmentation
D.Globa! access

Answer. C

ltem 382 of 620 (Exam B, Q367)
Whmdhblwu\goamﬁﬂhmammmwwm?(&hﬂm)
A mlol the prog
B d security for the f
thmmrdm-ﬁywm
o for the org
E Quicker discovery of vuinersbiiities
F Wmhmmmwm
Answer; DE

Item 383 of 620 (Exam B, Q368)

A university employee wmwuuwmmmmwmmmsm in log-in
detect the employee’s attempts fo gain access to the administrators’ accounts?

A Flrewall

8. User actiity logs

C. Two-factor authentcation

D, Intrusion prevention system

(Answer; B

s. Which of the f




Item 384 of 620 (Exam B, Q369) L
Which of the following would be the best way to test resiliency in the event of a primary power failure?

A Tabletop exercise
B Paraliel processing
C. Simulation testing
D. Production failover

Answer. D

Item 385 of 620 (Exam B, Q370) A"
Whmofhblmmghechv-qusslsundmmmmmMMmMmmmnmclasMMmmm?

A Penstration test
B Vulnerability scan
C.Risk assessment
D. interal audit review

Answer. A

Item 386 of 620 (Exam B, Q371) i Aoy

MMMaWMsMmeMWW However, mmmmmmmucritkdbmmwum cmbumdﬁed mdm\almy
online. Which of the is the most this situation?

A Avoid

Item 387 of 620 (Exam B, Q372) e hevaw

Anamphyoomdodammm:mmwmmmmﬁwhmm-mhmﬁm.WWManmmmmmdm
g wouid help prevent this threat in the future?

lmnmam (Exam B, 0313) 5
muwmuwm“mmmmmwnwm).

A. Priontization

B. Contaitiment

C_Reporting

D Exploiting

E Tabletop exercise

F. Correiation

Answer AC




Item 389 of 620 (Exam B, Q374)

AMWMMNMMN&MWM@MNSSM mammmummmuum

A1t increases complexity
B It agds additonal guard rails
C. It removes technical debt.
D 1tacts as a workforce multipfier
|Ans ”.'f'."o RS M RS

5

Item 390 of 620 (Exam B, Q375)

A Chief Information Security Officer would fike to conduct frequent, detailed reviews of systems and §
A. Penetration testing
B. Internal auding
C_Third party attestation
D Vuinerability scans
[Answer B

)

Item 39 dm (Exam B, 0378) \
A security officer Is a security
likely implement?

A Access badges
8. Risk assessment
C.Password policy
D. Phishing campaign
(Answer, D

Item 392 of 620 (Exam B, Q377)

Which of the following would most likely be deployed to obtain and analyze attacker activity and techniques?

A. Laver 3 switch

Roro M 01520 (Bam B, GOS0 , .
A security analyst is reviewing logs to identify the ination of

1o track

A Antvirus.

P jectives. Which of the following is the best method to achieve this objective?
o

m and is placing securty-themed posters around the bulding and is assigning online user training. Which of the following would the security officer most




tem 394 of 620 (Exam B, Q378)
Whlchdh!chm:mldmmnlm'cheekmhlwfmm-\wﬁdhmﬁonlmkmwmlm7

A. Business impact analysis
B. Palicies and procedures
C Vulnerabiity assessment
Dmm

AmwB 3

item 395 of 620 (Exam B, Q380)
wn:nawnMWMawmmmmmmnmmwmwumwmmw

A. Contractual impacts
B Sanctions

C Reputational damage
D Fines

|Answer. C

iy

Item 396 of 620 (Exam B, Q381)

about m
MMMMMMMMMwW”:W?

A EDR
B.NAC
c.oiP
D.usA

|Answer, D

)

Item 397 of 620 (Exam B, Q382) Lnnd

Mmcmnmemdmmmmnmmmmmmmm mwm-cmnmm-cmmm-m
baseline. Which of the following should the analyst use?

A Sandbox

B Endpoint detection and response
C.Antivirus

0. Intrusion prevention system

(Answer, B

&

Roro 2909.01520  (Fam B, G083 50 g , : o
An organization is adopting cloud services at a rapid pace and now has multiple SaaS applications in use, Each application has a separate log-in, so the security team wants to reduce the number of credentials
each employee must maintain. Which of the following is the first step the security team should take?

A Enable SAML

B Select an idP

C Create Auth tokens
0. Use password vaulting

\Answer. C



Rorn 390 o920, (Bxar B, COEN)

has limited resources for migra
APS
B 1AM
C.WAF
D SASE
|Answer B R

Amhnmemdmmhw'umm

Rorn $00.04020. (Exam B, 069) 2

The private key for a website was stolen, and a new ceriiicate has been issued, Which of the following needs to be updated next?
A.CRL

8 SOEP

C.CSR

D.0CsP

(AnswerA

!

Hon 907 0f 920 (Fxam B, 0008 5> Ll Lt AV 2Ry ;
Which of the following can be used to compromise a system that is running an RTOS?
A Memary Inection
B. Replay attack
C Ransomware
D Cross site scripting
[Answer A n

Rern $02 01320, (cam B, OA0).

taise fromya y scan
B To reduce a systent's attack surface
C.To Improve a system's resource utilzation

D To mitigate risks associated with unencrypted traffic

Which of the following is the best security reason for closing service ports that are not needed?
ATe

|Answer. B

|
'

&

Item 403 of 620 (Exam B, 0388)
Which of the

is best by a tabletop exercise?
A. Deciding red and blie team rules of engagement
B Conducting multiplé security investigations in parasel
C_Famillarzing participants with the incident response process

D Quickly determining the impact of an actual security breach
[AnswerC

'



Hem 404 o 20 (Exam 8, 2380

Which of the following explains how to determine the global reguiations that data is subject to regardiess of the country where the data is stored?

A. Data sovereignty

B. Data segmentation
C_Geographic restrictions
D Geographic dispersion
[AnswerA

&

Item 405 of 620 (Exam B, Q390)

Which of the following is the main
A. Resowree provisioning
B Cost

C.Single point of failure
D. Complexity

|Answer. C

&
lumlae omo (Exam B, 03071)7

AsmméemmMmm
environment?

A SOL injection
B.VM escape

C Password spraying
D. Tokenization

£ TOCTOU

|Answer. 8

Y

Item 407 of 620 (Exam B, Q392)

Mﬁ-hﬁyrmmmnhnvmhnwn ,a’ s Wh

g instances. Which of the following is most important for the admi 10 consider when architecting a cloud computing

Mmmmwm-mmmmwmmmwum ',' “*;ﬁ;ﬂdlﬁe . uu'bslme( f

A Penetration testing

B. Network scanning
C_Configuration auditing
D.Open-source inteligence
|AnswerD

o

Rorn 08 01920, (xam B, 030°).

The iy tearis
following would be the best option?
A Hot site
B8 Warm site
C Cold site
0. Faillover site

\Answer. C



Item 408 of 620 (Exam B, Q394)
A systems wnzs s users are emais through a duplicate site that is not run by the company. Which of the following is used in this scenanio?

&

mm«pum (Ent.O:!OS)V o 3 . : P )  vieke Argvion
An attacker submits a request containing unexpected characters in an attempt to gain zed access to ion within the systems. Which of the following best descnibes this attack?

A SQU injection

B Resource reuse

C Target of evaluation

D Side loading

|Answer A

!hmlﬂolrbrlo (Exam B, OJN) D 4 ) 2 : 4 P .  vieke Argvion
A systems administrator creates a script that validates OS version, patch levels, and installed applications when users log in, Which of the g ples best the purpose of this script?

A Resowte scaling

B. Policy enumeration

C. Baseiine enforcement

D Guard rads implemantation

|Answer. C
|

Item 412 of 620 (Exam B, Q307) ; 4 ¢ - : : P g 1 Ve A
An administrator is installing an sol certificate on a new system, During testing, errors indicate that the certificate is not trusted. The administrator has verified with the issuing CA and has validated the private key.
Which of the following should the administrator check for next?

A It the root certificate is instailed

B.1f the wildcard certificate is configured
C_if the public key is configured

D if the certificate signmg request is valid

|Answer; A 7

Item 413 of 620 (Exam B, Q398) = o > ; : r ; Ve A
A company handles sensitive data and needs to securely transfer it to other organizations using a digital medium. Which of the g should the Y to best ensure 3 secure data transfer?

mmum (Exam Bt 0300)7 3 ¢
Which of the following should a company use to provide proof of extemal network security testing?
A Vuinecabiity assessment
B Supply chain analysis
C Third-party attestation
D Business impact analysis
|Answer: C
|



Han 31500920 (Exam 5, OO0 S0 E & S Sl : S ; o -
A company plans to secure its systems by:

t Preventing users from sending sensitive data over corporate email

2 g access 10 barmful

Which of the following features should the company set up? (Select two).

A DNS fitering

B.DLP software

C. Guardrads

D Antivirus signatures

E_ File integrity monitoring
F. Statetul firewal!

\Amvnr.AB'

l’mdﬂdm (Entr.QlQ!)V 5 A R AT N &
Which of the ng most ly the order in which a security engmeer should implement secure basefines?

Item 417 of 620 (Exam B, Q402) !

Which of the following would a systems administrator follow when the ofan
A. Software development life cycle
B Certificate sighing request
C Risk tolerance
D Mdintenance windaw

|Answer: D

|

Item 418 of 620 (Exam B, Q403)
Which of the following activities is the first stage in the incident response process?
A, Detection
B Vetification
C_Containment
D Declaration
|Answer: A

|

Item 419 of 620 (Exam B, Q404) R’
A new secunty regulation was announced that will take effect in the coming year. A company must comply with it to remain in business. Which of the following activities should the company perform next?
A. Security procedure evaluation
B. Gap analysis
C.Policy teview
D Threat scope reducton
|Answer: B X
|

B £20 64520, (Exam B, OB} ¥ R St A O x o A
Aw?mmmmmuMbmmm-mmmnmmm“mmmmmww-au-a security
set up’

A Network access control
B. Time-based access coatrol

Hom 21 1520, (Ramm B, CUOB) o Sraidia Satss
Which of the following should be used to aggregate log data in order to create alerts and detect anomalous activity?
A.SIEM
B WAF
c.ID8
D Network taps
|Answer A
|




tem 422 of 620 (Exam B, Q407)
muummm-mmwmmmmnmnaym«m7

A, Paralel processing
B Uninterruptitle power supply
C Replcation
D.Generator
|Answer. D
|

item 423 of 620 (Exam B, Q408)
Amumm-mmnmnmmVnmmm mmmmnwmmmmmmnmunmm7

A EAP
B.RAS
C PAM
D.SAML

|Answer. C
|

Item 424 of 620 (Exam B, Q408)

AmmMmmMmNMMmmmmmummmmm hm&mmmwhhmnmmm

the tester to enumerate the local network. Which of ing should an in order to prevent this situation from happening in the future?
A Transport Layer Security
B Securty 2ones
C Proxy server
D.Port security

Answer D

Item 425 0f 620 (Exam B, Q410) TR AT ] : Ko
A and stores itive data on its own systems. Which of the following steps should the company take first to ensure with privacy
A.Implemant access controis and encryption

B Create incldent response and disaster recovery plans.
C_Purchase and install security software.

D Develop and provide training on data protection policies:
|Answer. D 3

|

Item 426 of 620 (Exam B, Q411)

posltll mnuummuw

ltem 427 of 620 (Exam B, Q412)

VI'BGM"!WM yme g Mﬂ\: or ,mwmnmmwmnwwfmwwumumucmuumu

AmmsmwmiWw mmm y wmyy "M when wmmmommmmmw

simulate a cost-free password complexity test. Which of the following would best help reduce the number of visits to simiar websites in the future?
A Restrict intetnet access for the empl who

ol

8. Block all outbound traffic from the intranet

[ a o phishing
0 lwlmmdwms
P S P _ y . y e > -

item 428 of 620 (Exam B, Q413)
Mdhmtummummﬂ?

A Alarm system

B Video suresiifance system
C.Boliards

D, Mation sensors

|Answer: C
|




tem 429 of 620 (Exam B, Q414)
muummbmmbm for entical busé p ?

A Multitenant

B Cloud-native

C Network-enabled
D Server-side

|Answer. B
|

Ihmmdm (Ent 0415) . b . ; 3 J y thq-"
Mdummmamhmmmmnmxmmmmtmmm
A. Confidentality
B, Integrity
C_ Avaitabilty
D.Non-repuckation
|Ansiwer: C
|

Item 431 of 620 (Exam B, Q416)

Mwwmwwuwmmmmmmwhuwdmmmmmumnmm wdmmmmmm
should a systems administrator configure?

Ihmmdm (Ent 0417) 2
Amhﬂcm““mhﬂ%%hﬂwhﬁwﬂd mhdnm:mwhmw?(&hﬂM)
A.Corrective
B Technical
C.Detective
D Directive
E Deterrent
F_Preventive

Answer. CE

n-muaam (Ent O‘IB)
muumb-mmunmmw;ymm

A Automated response actions
B Vuinetabiily scanning

C Security agent deployment
D Viris signatures

|Answer A
|

tem 434 of 620 (Exam B, Q419)
An s ing inf ion to @ bank over FTP. Which of the
A Encryption
B. Data masking
C.Tokenization
D Obtuscation
(Answer A
|

wing mit should the accountant use 1o protect the confidentialty of the data?

tem 435 of 620 (Exam B, Q420)
dem&mnmwwmwmmsm?

A. Side loading

B. Firmware vuinerabilities
C_Encrypted payloads
D Memory injection

|Answer. D
|




n.muoam (Ent 0421) "
Amﬂtymdylthmmumm.ckmw wMeﬁwuuudulmdlmmhcm was a well-known loT device exploit. mm«mmmmwmmmummﬂ WNchoﬂhe
following logs should the analyst review first?
A Firewall
B. Application
C.Endpoint
D.NAC
|Answer; A >

Item 437 of 620 (Exam B, Q422) Po—
The 4 teamis the develop a disaster recovery plan. The cost must be kept to a minimum, and the maney to fund additional internet connections is not available. Which of
the following would be the best option?

A Warm site

B. Coid gite:

C.Fallover site

O.Hot site

Ihmmdm (ExlmB 0423) a . 4 R x 3 5 : - 4 'il‘-
Whiuevmmobgs seeuviy the code:
<script>function (send_| hlo)duwt*

Which of the g best the being

A.CSRF

8.000S

C.Xss

D.sau

|Answer-C

A security analyst Iolhﬂl Whmhsm'hm NMlMMewthmmrdﬂmmlmﬂm Aﬁumﬂw
mwsyswn,mmowmmmmwmmbm all outgoing traffic to a server under their control. Which of the following
MITRE ATTACK techniques did the attacker most lkely use (o redirect database traffic?
A Browser extension
8. Escaps to host
C.Vald accounts
D. Process Injection

[Answer 8

Item 440 of 620 (Exam B, Q425) ; 4 o T
mcwumm(cmm-mn mmmnwm ) within the fr that the vendor's services meet. The vendor provided a report and a
signed letter stating that the services meet 17 of the 21 objectives. vmammummmmmcm

A Penetration test results
B. Attestation of compiance
C Self-assessment findings
DTMS—panywnpod

(Answer, B

Item 441 of 620 (Exam B, Q426) Pr—

Mmmummmsaumamammmmm mmwmn:emmuummum mmmmmmmmmumwmmmm
Which of the following should the administrator check for next?.

A1t the Wwildcard certificate is configured

B.1f the pubikc key is configured

C i the certificate signing request Is valkd

D_if the root certificate is instaliad

(Answer, D

Item 442 of 620 (Exam B, Q427) i
An needs to wne how many employees are ing the bullding each day in order to configure the proper access controls, Which of the following control types best meets this requirement?

A, Preventive
B. Detective
C.Directive

D Corrective

|Answer B
|




item 443 of 620 (Exam B, Q428)
muum-hmmwmmm-mmmmu-m7
A_The system has vuinerabiities. and 3 patch has not yet been reieased
B The system has vuinerabiities that ate not being detected
C Vulnerabilties with a lower severity will be over eritical vul d
Dmmnmmmmmm:-tmnnm

|Answer: B
|

Mo A4 520, (Exam B, AW B

A vendor isap friend of & ' Chief Financial Officer (CFO). The company recently made a large purchase from the vendor, which was directly approved by the CFO. Which of the
best his situat

A Contractual impact

B Conflict of interest

C Reputational damage

D Due giigence

Emaw
\Answer. 8

Ihm“ﬁdm (Ent 0430) < o
Amwmmm-mmmummmmmwmuw.mm wnenom. ing best this i ?
A. Sanitzation
B Certification

C.Data retention
D Destruction
|Ansiwer: C
|

An organization's web servers host an online ordering system. The ovwmt:muhuhmm injection, Moo\ldm 10 access
information. Which of the following mitigation strategies would be most effective for wmmmMmmomMsmm?(WM)

A. Performing regular vuinerabyity scans.

B. Encrypting sensitive data at rest and in transit

C. implementing strong password policies

D.Regularly updating servér software and patches

£ Removing payment information from the sarvers

F. Utiiging 3 web-application firewall
Answer: DF 1

muwdmmmsom) [
MdKMbmbeumywmummnomh while minimg the ofa

A LDAP
B.FTP
C.RADIUS
D VFN

|Answer. D

M“OdM(EntO‘!G) . : o - o o w
muhmuummd-umemmmmmwmumv

A Availabiity
B Authentication

C Accounting
D, Authorization

|Answer. C

Item 449 of 620 (Exam B, Q434)

Mmmmwmhm-mmmmmmmu y's o ‘md wmmmmm mmn—-mmmwm
be highly redundant and enable users to connect to a VPN with an integrated, wﬁw‘-bucdm Which of the

A SASE
8. CASB
C.IPS

D SiEM

lemr.AA



tem 450 of 620 (Exam B, Q435)
muumwm-w»wmm«m:m-w

A, Data masking
B, Stegancgraphy
C Tokenization
D, Private key
|Answer. B

Item 451 of 620 (Exam B, Q436) LT e >
Which of the of digital should a use if it needs to ensure the integrity of evidence?

Item 452 of 620 (Exam B, 0437) % 4 ) FUVE LS e
muumm.mmmmmh-h7

A, Least privilege

B, Actess control list

C Palching

D Configuration enforcement

|Answer. B

Item 453 of 620 (Exam B, Q438) e oy

me mmmmawsmmmmmmmwmdwmmmu-mpmy mmmmmnmryphd
protocol are available, 50 a compensating control is needed. Which of the g are the most 1o suggest? (Select two).

A SSH tunnefing

B. Segmentation

C.Data masking

D Pateh installation

E Cryptographic downgrade
F_Tokenzation

~y o

nmusulm (EmB 0430) : >
wmmnwmmummammu-wmm-mum of with ?
A. Sanctions

tem 455 0f 620 (Exam B, Q440)
mhdhm:nmwdaw”7

A Malicious instructions can be inserted into memory and give the attacker eievated permissions.
B. Unencrypted data can be read by 2 user who is In a separate environment.

C Users can Install software that i fot on the manufacturer's approved bst

D An attacker can access the hypervisor and compromise other VMs.

{Answer. D
|

tem 456 of 620 (Exam B, Q441)
WMNMMM-!-MMMDM?




Item 457 of 620 (Exam B, Q442) ; E X
An organization wants to donate its aging network Which of the ing should the perform to prevent any network detalls from leaking?
A. Sanitization
B Data retention
C Certificafion
D, Destruction
(Answer A
|

Imtﬁdm(ﬁxznﬂo“!) . ; y 7 & £ i&lqb
mw-cybmm.wnmmmmmbrmwwum.memmmmmmnmmumm-dhmtomw
disruption. Which of the following would the company most ikely use?

A Risk appetite

B. Mean time between failure

C Recovery point objective

D Risk tolerance

ERccovuymobpﬂm

. A S A BET ~ SVaeh & YAS e BT o SV D 4 SAS s So s Wl DAL 3 DA

tem 459 of 620 (Exam B, Qd44)
Auamm'propmuaunﬂmm mmmmmmmmmnmmwmm
A, Perform and biock traffic.
B. Protect cloud-based workioads and ensure data mtegrity.
C Maintain @ stateful traffic table and reduce network utiization
D. Monitor host-based network activity and respond 1o alects
(Answer A
|

Item 460 of 620 (Exam B, 0“5) o4 5 o > S & o %

Am«mmmwwumwymmuu The tester the
1 Checked the locks on perimeter doors

2 mmmmmmmym

3 Attempted to open securad server rack doors

Which of the following describes the type of test the penetration tester most likely conducted?
A Defensive
B, Offenstve
C.Physical
D, Complance
Answer: C

|

lhm“!dm (F.uml 0“!)
Ammnnmmummmmmcwmm mmmmhum:mmwmtnmmv
A Network access control
B Host-based firewalls
C_Network allow list
D Anti-matware solutions
E_ intrusion prevention systems

'Answer. E

Y

Mmﬂm (Ent 0“7)
Ambmdecmmm&mﬂw WN&MNM&MMW&:MW&W&M?




Ham S0.00920. (Fxam B, 0499

Which of the following should an organczation focus on the most when making decisions about
A.CVSS

B Industry impact
C.CVE
D Exposure factor

|Answer. A
|

Hetn S04 820 (Fxam £, OA40)

Which of the following provides the best against unwanted or insecure comm 10 and from a device?

A Intrusion detection system
B.Host-based firewall
C.System hardening

D Anti-mahvare software

|Answer. B
|

Hen S0 oL e0. (Faam B, D0,

An organzation is looking 1o optimize its environment and reduce the number of patches necessary for operating systems. Which of the following wil best help to achieve this objective?

A Virtualization

B Microservices
C.Contaners

D Real-time operating system

|Answer. C
|

Hotn 900,520 (Exam £, O4P1);

Which of the following best describe the benefits of a i when comp toa
A Easier dabugging of the system
B Stronger authentication of the system
C Reduced cost of ownership of the system
D Increased comparimentaization of the system
E Reduced compiexity of the system
F_improved scalabiity of the system

Answer. DF

Ao 467 1920, (Exam B, Odad)

2(Select two.)

A company recently set up a system for employees to access their files remotely. However, the [T team has noticed that some employees are using personal devices to access the system Which of the following
zed connections?

security techniques could help mitigate the risk of unauthorized
A ACL
B.2FA
C.IPS
0.SIEM

Answer. B

Hor 498 9/ 520, (Bxam B, O483) o Sl PR AN 2
Which of the following types of vulnerabilities is primarily caused by & use and of cr

A Resowte reuse

B Weak cipher sultes

C. Misconfiguration

D, inseécure key storage
|Answer: D




Horn 400 0720, (Exam B, U5 1) o 2 Sy Saile e S Sk S atds e
::uﬁlyoﬂurh g a secunty gram and is placing security-themed postars around the building and is assigning online user training. Which of the following would the security officer most

A Password policy
B. Phishing campaign
C Risk assessment

D Azcess badges
lAnswer B

Norm 47004 920, (Bocam B, O488) o S S e Saila & S Satds B
Amm:ammmwmummmwmmmmmmm-mmmmmovmmmmmmm
engineer implement’

A Least privilege

B Role-based

C Biometric authentication
0. Time-of-day restrictions

[Answer, 0

Item 471 of 620 (Exam B, Q456) ¥ & N
Which of the following cryptographic solutions is used to hide the fact that communication is occurring?

A Steganagraphy
B Tokenization
C_Data masking
D Private key
|Answer: A

Item 472 of 620 (Exam B, Q45T)

Which of the following shouid be considered before impiementing a SIEM tooi?(Select two) ] X 3
A Integration of the SIEM with other systems

B of the SIEM

C.Types of data the tool can ingest

D Automation of the alens

E Prioritization of the information

F_Amount of data the tool can process

S AL o 30 S Al a) & 0 S = X« L0 e 0
Item 473 of 620 (Exam B, Q456) » v 4 o 2
Which of the following activities uses OSINT?

A_Collectng evidence of malicious activity

B Producing 10C for malicious artifacts

C Soclal engineering testing

D Data analysis of logs

\Answer: A

Item 474 of 620 (Exam B, Q458)

Which of the following shoud an organization use to effciently manage and analyze muliple types of logs? ; K 3
A Deploy & SIEM solution

B Install a unified threat management appliance

C.implement EDR technology.

D Create custom scripts 1o aggregate and analyze logs

|Answer: A

Item 475 of 620 (Exam B, Q460)

An organization needs to monitor Its users' actiities in order to prevent insider threats. Which of the following solutions would help the organzzation achieve this goal? 3 ] Y
A Access control ists

B identity and access management

C_Network intrusion detection system

D.Behavoral analytics

\Answer. D



Item 476 of 620 (Exam B, Q481)
An administrator must replace an expired SSL certificate. Which of the following does the administrator need to create the new SSL certificate?

A.CRL
B OCsP
C.Key
D.CSR
|Answer. D

tem 477 of 620 (Exam B, Q482) R
A that an employee was paid by a competitor to save internal business files to a thumb drive and deliver it to the competitor. Which of the following is most likely the empioyee's motivation?
A Blackmal

B Revenge
C_Data exfitration
D Financial gain

|Answer. D

Item 478 of 620 (Exam B, Q483) )
Which of the following would best prevent a vehicle from crashing into a data center?
A Bollards
B Fencing
C \Video camera
D Body of water

|Answer: A

Item 479 of 620 (Ent‘Odul v 4 X o R ; : . 4 . P { >
The i g team is g the y develop a disaster recovery plan, The cost must be kept to a minimum, and the money to fund additional interet connections is not available. Which of
the following would be the best option?

A Fallgver site:

B8 Warm site

C Hot site

D.Cold site

[Answer, 0

Ao $80. 04020, (Bxam B, OABD) ¥

An has a new regulatory req 1o implement controls on a financial system. Which of the following s the most likely reasan for the new requirement?
A To defend aganst insider threats aitenng banking details
B. To'alow for b to be p

C.To ensure that errors are not passed 1o other systems
D To prevent unauthorized changes to financial data

|Answer: C

Item 481 of 620 (Exam B, Q466) . P o i R 4 2 o el . %
Which of the following testing uses both and testing jes with to securely bulld key applications and software?
A Ble
B Yellow
C Green
D.Red

|Answer: A

Item 482 of 620 (Exam B, Q467) LU o 3
Which of the following is the most relevant reason a DPC would develop a data inventory?
A To manage data storage requirements better

8. To extend the length of time data can be retaned
C.To the of data

D To determine the impact in the event of a breach

|Answer: A




Item 483 of 620 (Exam B, Q488) B
A company is implementing a palicy to allow to use their for work. . the ‘wants 1o ensure that only company-approved applications can be installed. Which of the
a9 this

A Containerization
B.FIM
C.mOMm
o.oLP

[Answer.C

Item 484 of 620 (Exam B, Q488) s : P
A company that has 3 large IT operation is locking to better control, standardize, and lower the time required to build new servers. Which of the following architectures will best achieve the company's objectives?
AICS
B 1aaS:
C e
D.loT

|Answer: C

Item 485 of 620 (Exam B, Q470) 4 N et
A company filed a complaint with its IT service provider after the company discovered the service provider's external audit team had access to some of the y's Which of the following
is the most likely reason the company filed the complaint?

A AWO had not been mutually spproved

B.A SOW had not been agreed to by the chent

C.The MOU had basic clauses from a template

D A required NDA had not been signed

Answer. D

Item 486 of 620 (Exam B, Q471) ; 4 ‘ y § '
Which of the following aspects of the data management life cycle is most directly d by local and ions ?
A. Sanization
B Destruction

C_Centification
D Retention

|Answer: D

Hon W87,/ 920, (Boiars B, OATA).50 LS R 2 & : AW ] ; R e
A govemment official receives a blank envelope containing photos and a note instructing the official to wire a large sum of money by midnight to prevent the photos from being leaked on the internet. Which of the
following best describes the threat actor’s intent?
A Espionage

B. Blackmail

C Organized crime

O Philosophical beliefs

|Answer:B X

l

Item 488 of 620 (Exam B, Q473) 2 ) Y o ) ek
An organization wants to implement a secure solution for remote users. The users handle sensitive PH! on @ regular basis and need o access an y Which of the following
best meet the i security il (Select two).

A WaF

B.MFA

C.Local administrative password

D_Perimeter network

E Jump server

F VPN

Answer: BF

Item 489 of 620 (Exam B, Q474) r / s T
A systems fully VPN access to a cloud Which of the ving capabilities should the administrator use to best facilitate remote administration?

A.An MDM solution with condibonal access

B. A jump host In the shared services security zone

C_An SSH server within the corporate LAN

D A reverse proxy on the firewall

|Answer. B
|




Item 490 of 620 (Exam B, Q475)
An ion is ping @ secunity program that conveys the responsibilities associated with the general operation of systems and software within the organzation. Which of the following documents would
most likely communicate these expectations?
A Change management procadure

B. Acceptabie use policy

Item 491 of 620 (Exam B, Q476) i
Various company stakeholders meet to discuss roles and responsibiities in the event of a secunty breach that would affect offshore offices. Which of the following is this an example of?
A. Incident response
B. Penetration test
C_Geographic dispersion
D Tabletop exercise
|Answer. D
|

ltem 452 of 620 (Exam B, O477) ] R TR = e i
Which of the ing types of ethods can be p ona during runtime?
A.Code review
B. Bug bounty
C.Dynamic analysis
D Package manitering
|Answer. C
|

Item 493 of 620 (Exam B, Q478) (A

A company sets up strict access controls for o data. in different dep mwrlrevekofm.rmmmumtwmrlrms W'whdhhbumdeumhw
of access control?

A systems administrator discovers a system that is no longer receiving support from the vendor. However, this system and its environment are critical to running the business, cannot be modified, and must stay
onine. Which of the g risk is the most appropriate in this si

A Accept

B Transfer

C.Avold

D.Reject
|Answer, A

Item 495 of 620 (Exam B, Q480) : ‘ ; 7 (i
A is g its security and wants to monitor and record authorized access. Which of the ing should the y 1o best meet these requirements?
A.CCTV
B Gate guards
C Smart cards
D Fencing
|Answer A
|




Item 496 of 620 (Exam B, Q481) .
A systems administrator needs to update systems without g Which of the g should the systems admini and Y ip agree upon?
A Backout plan

An organization plans to expand its operations intemationally and needs to keep data at the new location secure. The organization wants to use the most secure architecture model possible. Which of the following
models offers the highest level of security?

A Hybrid

B Cloud-based

C Peer-to-peer

D.On-premises
|Answer. D

In an effort to reduce costs, a company Is implementing a strategy that gives employees access to internal company resources, including email, from personal devices. Which of the following strategies is the
company implementing?

A COPE

B.CYOD

C.8YOD

0.MOM

|Answer. C

A customer has a contract with a CSP and wants to identify which controls should be implemented in the 1aaS enclave. Which of the following is most likely to contain this information?

|Answer A
|
An employee clicks a maliclous fink in an email that appears to be from the 's Chief Officer. The s is infected with ransomware that encrypts the company’s files. Which of the

following is the most effective way for the company to prevent similar incidents i the future?
A Security swareness training

Han 501,020, (Bxam B, CNO91 00 S A7 P ? o L
Which of the following aspects of the data management ife cycle is most directly by local and X ?
A. Certificabion
B. Retention
C Sanitzation
D Destruction
|Answer. B
|




|Answer A

|Answer. D

[wor-D

L

Item 502 of 620 (Exam B, 0487)
Which of the following options will provide the lowest TO and RPO for a database?
A. On-site Backups

BN EA — oA ! — ¥ e -

mmam (F_nt 0‘!!)

\Mlchdh actors an I Is the most likely to be motivated by personal belefs?
A Hacktivist
B Nation-state

C.Organized crime
D insider threat

n.msocdm (F.nt 04!9) -
munmm-mmmmmmmmmm’

A.Compliance report
B. Audtt report

C Penetration test
D Risk regster

Item 505 of 620 (Exam B, O‘N)

Amwsmmummummmwmwmmm muhummwbenmmmmv -

A, Enabling HTTP administration
8 19 local

© Regplacing Telnet with SSH

© Configung certraized loggng

ch

n-msoeum (Ent 0491) A Y ’ X 3
wwmu- the a tester must follow while conducting a test?
A. Rules of execution
B. Rules of engagement
C Rules of acceptance
DRMMM

MB

Ihmﬁ'lolm (Ent 0492)

-

ASMMWMMMMUMIM&mmmwquWMM mmmmmmmmmmw
lmer

umwmmm
Lt e S~ e

Which of the following indicators most likely triggered this alert?

A Concurrent session usage
B Network saturation

C. Atcoont fockout
D.Resource consumption



msoeum (Ent 0493) 3

Auut‘ o m.mmmmbmh Btiummemlek uwmummmnl : br h“
website, and instaSied OS updates. mdmmkummmamm

A Watering hole

B. Typosquatting

C Spear-phishing attachment
D.Infected website

|Answer, B

Item 509 of 620 (Exam B, Q464)
Amubmmnmm-hekuwmmmmwhgnbom WMWMMW

{50ratios .xr»:x- Teiattat - Senrta enith - patsrd h
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tem 510 of 620 (Exam B, Q485)
wnunmmm.mmuamummmmwv
A. Password cracking
B On-path
. Dicitad sios
D. Side-channe!
|Answer. A
t

Item 511 0f 620 (Exam B, Q496)
mdmmbmwmmmv

A Devices reaching end-o-kfe and losing suppoct

B. Disclostre of sensifive data through incorrect classification
C.Hackers' abiiity to obtain data from used hard drives

D Incorrect inventary data leading o 2 laptop shortage

|Answer. C
|

Item 512 0f 620 (Exam B, Q487) A : i e 49 % e Y e
Ammmummmmm funds to 3 account. Which of the following methods would be the best way to secure company records in the future?
A Access controi fist
B Permission restrictions
C Hashing
D Input validation
|Answer. A
|

tem 513 of 620 (Exam B, Q498)
wnunmhmmubouuu-mmmaumm.mmmm
A Risk profile
B Playbook
C.SIEM profile
D Change management policy

|Answer B
t

Item 514 of 620 (Exam B, Q489) 3
mummmummmm-wmnhmmmos?
A.Memory Injection
B Cross-site scripting
C Replay attack
D Ransomware

|Answer. A
|




Item 515 0f 620 (Exam B, Q500) N aad
Ammwmmmwmm of several by comp g @ website that the journalists frequently use. Which of the following types of attacks describes this example?
A.On-path

tem 516 of 620 (Exam 8, Q501)
Mumhummedmuwmhunmhmlos lhvumh-nwmlpmhu lndhendm mulmwbm muwmmmmmm
prevent?

A Zero-day attacks

B.Known exploits

C. Insider threats

D End-of-iife support

|Answer; B

Mniﬂolm(EmBQSOZ) > o . x > 24 ’ £ hﬁ-'-
An organization has decided that devices 1o on-p must meet specific requirements related to OS patch level, antivirus version. and device types befare being able to access intemal
resources. Which of the lutions will the i most likely ?

A XOR

B.OMARC

C.EDR

D.NAC

|Answer; D

ltem 518 0f 620 (Exam B, Q503) M pvyver

wunmwammemtyumm 'nueumyhnm‘ : by impact if a - ﬁbmnhmhm‘wuum-mmmmay
1o consider in regard to fisk management activities?

A RPO

Item 519 of 620 (Exam B, Q504) - ¢ N ; ” 3 , : i
\Mkhdh'olmm-ﬂmnmdolbmm to the exp factor with g assets?

A Trend-based
B Quantitative
C. User-driven
D Heuristic
|Answer. B
|

tem 520 of 620 (Exam B, Q505) [
Ammmmwmmwmkhmmmummwmmmm mnummmwaucmmmwwmm
security compliance monitoring?

A Requiring 3 statement each week that no exceptions were noted

B. Including the date and person who reviewed the information in a report

C Adding automated alerting when anomalies oocur

D Masking the usermame in a report to protect prvacy

|Answer; C
tem 521 0f 620 (Exam B, Q506) N
mnummmumwmmmmsmmmumma-mmsmnmdmehw

A TPM

B.FOE

C.ECC

D HSM
|Answer. B
|
tem 522 of 620 (Exam B, Q507) 7 o
Ammmmmunmuuwmmm network Y Lne-h you know, are, and have. The company wants a solution that does
not reguire p g third-party . Which of the ing MFA soluti Mmmnmwanwm

A s«mmmnm«ummum

B Smart card with PIN and passward

C Voice and fingerpnint verification with an SMS one-time passcode
D. Mobile one-tme with facial

|Answer; D




tem 523 of 620 (Exam B, Q508)  Hte Ao
Ammmm-mmmkm-mwmmm«mmwmmwm s Which of the following is the most effective way to
prevent simiar attacks?

A Web application firewalls

B. Muttifactor authentication

C.Enabling encryption of customer data

D Regular patching of servers

|Answer; B

n-mszuvm (Exam B, Q509) ; 4 o b
Mwmm logs are account priately. Which of the f 9 would help limit the impact of this error?

tem 525 of 620 (Exam B, Q510)
Auuaymwermwumummudmwmwmmywwwmm mwumummn—w

A SOAR
B SIEM
C.NDS

D DMARC

|Answer. A
|

Item 526 of 620 (Exam B, Q511) e deyver
mnumummmubeumm ) a na server?
A Refer to the change management policy
B Perform a risk assessment 10 classify the vulnerability.

C_Use the IR plan to evaiuate the thanges
D Escalate the issue to the SOLC team

|Answer. D
|

Item 527 of 620 (Exam B, Q512) : X ; ) ; ) ; ' M s
itive data, The would like to ensure that the is not by data exfiltration attacks. Which of the

An a critical busi i
following approaches would best help to fulfill this requirement?
A WAF :
B.Reverse proxy
C NAC
D.URL scanning

|Answer; A

tem 528 of 620 (Exam 8, Q513) .
mlmrmm&mﬂ nm'mmwwm-Mme-hwmmuwmmmmuw mmmumw:cmmmnmbw Wl'dehofmc
following training topics should the user review 1o prevent this situation from reoccurring?

A Operational security
B Soclal engineering
C Removable media and cables

D Password management
|Answer; C

tem 520 0f 620 (Exam B, Q514) N
AWIMummSomtyOﬂi: i o guide ive and activities ! with threats, including phishing, social and email p
mdmmwmummwmumdmm’

A AUP.

B.BCP

C.IRP

D soLe

{Answer, C

Item 530 0f 620 (Exam B, Q515) 7 : ; : roes
Which of the following should a systems i use to the s attack surface?

A Virtuaizaton

B lsolation

C Centraiization

D Replication

|Answer. B
|




Item 531 of 620 (Exam B, Q516)

A security administrator Is implementing encryption on all hard drives in an organization, Which of the ing security Is the
A. Confidentiality

B Authentication

C Zero Trust

D Integrity

|Answer. A
|

Item 532 of 620 (Exam B, Q517) < 3 i : o] o4 y
Which of the following is a type of vulnerability that involves inserting scripts into web-based applications in order to take control of the client's web browser?
A_On-path attack
B. Cross-site scripting
C.Zero-day expiont
D.SOL inection
|Answer B
'

Hom 5390520, (Exam B, CALY) o SaSs > 5 ; = :
A certificate authority needs to post information about expired certificates. Which of the following would accomplish this task?
A PKI

B.CRL

CTPM

D.CSR
|Answer B
}

Item 534 of 620 (Exam B, Q519) R
Which of the following is a type of vulnerability that refers {o the K of ions on a device through means other than the official application store?
A Side lcading
B Cross-site scripting
C. Buffer overfiow
D Jadbreaking
|Answer. C
|

Item 535 of 620 (Exam B, Q520) ) N E : . > ) M
A malicious actor is trying 1o access itve financial froma 's ds by g and reusing log-n Which of the f g attacks is the jous actor ?
A Password spraying
8 On-path

C.SQL injection
D Brute-force

|Answer. B
'

ltem 536 of 620 (Exam B, Q521) » ) Vi Ay
Which of the following actions best addresses a vulnerability found on a company's web server?

A. Monoring

8 Decommissicning
C Patching

D. Segmentation

Answer. C

Item 537 of 620 (Exam B, Q522) ) )
An analyst s reviewing job postings to ensure sensitive company information is not being shared with the ganeral public. Which of the following is the analyst most likely looking for?
A. Governmen: dentification numbers




Item 538 of 620 (Exam B, Q523)

Which of the following describes the most effective way to address OS winerabilities after they are identified?
A. Patching
B .

of Y
C Endpoint protection

D. Canfiguration enforcement
| Answer: A

Item 539 of 620 (Exam B, Q524) . o
An wants to an account update for a large number of accounts. Which of the following would best accomplish this task?

A. User provisioning
B Security groups

C Vertical scaling

D. Federation

| Answer: A

Item 540 of 620 (Exam B, Q525) ‘
Which of the following enables the abiity to receive a consolidated report from different devices on the network?

A.IPS

B Firewall
C.SIEM
D.DLP

| ‘Answer: C

Item 541 of 620 (Exam B, Q526)
Which of the folowing s an example of a data protection strategy that uses tokenization?
A g ive data from systems
B_Replacing sensitive data with surrogate values
C Hashing sensitive data in critical systems
D. Encrypling databases containing sensitve data
| /Answer. B

Item 542 of 620 (Exam B, Q527) ’ 4 5
A security engineer needs o quickly identify a signature from a known malicious file. Which of the following analysis methods would the security engineer most likely use?
A. Sandbox
B Patkage maonitorng
C.State’
D, Netwark traffic

| Answer. C

Yo 345 of 920 (Exam B, 0528) 5 . : < g S : —
Ap test has that domain were wuin 10 pass-the-hash attacks. Which of the following would have been the best strategy to prevent the threat actor from using
| domain administrator accounts?

A Use Group Policy to enforte password expiration

B.Create 1DS policies 1o monitor domain controller access

c ap access solution.

D Audit sach domain administrator acoount weekly for password comgliance
| /Answer, C




Item 544 of 620 (Exam B, Q520) )
Which of the following techniques would attract the attention of a malicious attacker in an insider threat scenario?

A. Adding a fake account 1o /etc/pasawd

B_Creating a false text file in /docs/salanes
C Setting weak passwords in /etc/shadow
0. i jobs in

| Answer. D

s 54500520 (Bxam B, O80). 3. e ErAe y

A security team at a large, global company needs 1o reduce the cost of storing data used for performing investigations, Which of the following types of data should have its retention length reduced?
A Vulnerability scan
B Endpoint logs
C.Packet capture
D. OS secunty logs

‘Nmr' rC

Item 548 of 620 (Exam B, Q531)
Which of the following Is a use of CVSS?
A.To determine the cost associsted with patching systems
B To'analyze code for defects that could be exploited
C.To identity unused ports and services that should be ciosed
D. To priotitze the remediation of vuinerabdities
| Answer D ) 2

Which of the G vities shouid be p first to compile a list of vuinerabilities in an environment?
A. Penetrafion testing
B Threat hunting
C Log aggregation
D. Adversarial emulation
E Automated scanning

|| Answer E

An L has a subnet for all guest devices that connect to the network, Which of the following would be best for the security team to perform before allowing access to corporate

| Answer, A o k- 2 K 4 4 . 7 F
Yo 540 (020 (Exam B, O} S ;
Which of the following Is the greatest that network seg! provides?
A.Decreased resource utiization
B Security zones
C End-to-end encryption
D. Enhanced endpoint protection
E Configuration enforcement
| |Answer; B )



Item 550 of 620 (Exam B, Q535) Vi e
When used with an access control vestibule, which of the following would provide the best prevention against tailgating?

A.CCTV

B Access card
C-PIN

D. Security guard

Answer D

Item 551 of 620 (Exam B, Q536)
Ammmrcwxhdamhmmonawmnﬂmummmmmdmum s Which of the is the most effective way to
prevent simiar attac

A Regular patching of servers

B. Enabling encryption of customer data
C_Multifactor authentication

D.Web application firewalls

Answer, C

Item 552 of 620 (Exam B, Q537) Vi e
A has yearly with a service provider The general terms and conditions are the same for all engagements. The company wants o simplify the process and revisit the general terms every
three years. mmummmmmmmmmmnmmm

A MSA
B NOA
C.mMou
D SLA

[Answer, A

Item 553 of 620 (Exam B, Q538)
Which of the following enables the abiity to receive a consolidated report from different devices on the network?

A. Firewall
B SIEM
C.IPS
D.DLP

Answer. B

Item 554 of 620 (Exam B, 0539)
A systems administrator needs to encrypt all data on employee laptops. Which of the following encryption levels should be implemented?

AFie
B Full disk
C Volume
D. Partition

Answer. B

Item 555 0f 620 (Exam B, Q540) ’
Ammmmﬂmmomwmmmmemﬂmmﬂ Which of the g security would help this ?

A, Proxy server

B 802 1X authentication
C.VLANACLs

DTS

Answer. C




Item 556 of 620 (Exam B, Q541) Vi A
A company processes and stores sensitive data on its own systems. Which of the folowing steps shouid the company take first 1o ensure with privacy ?

A. Implement access controls and encryption

B Create Incident response and disaster recovery plans,

C.Identify and understand relevant data protection requirements.
D. Purchase and mstall secunty software

Answer. C

Item 557 of 620 (Exam B, Q542) o
mmmmymaammmmmmmmmw The team aiso ing at i Which of the foliowing topics will the
security team most kely emphasize in upcoming security training?

A Phishing

B. Social engineering

C Acceptable use policy

D Sinationai awareness

Answer, D

Item 558 of 620 (Exam B, Q543) W
Ammwmmmwum vmnm'uwm:wmmmwmlmmmm the customer informs the user that it went to the spam folder. The management
team has asked the systems to reduce the likelihood of this happening again. Which of the following should the systems administrator implement?

A DMARC

B.SPF

C.DNSSEC

D.XDR

Answer 8

ltem 558 of 620 (Exam B, Q544)

A new o an website. An found that the victated the 's rules. Which of the following did the employee violate?
A MOA
B NDA

C.MOU
D.AUP

Answer D

Item 560 of 620 (Exam B, Q545)

mmhbm, issues, The team directs the IT team 1o resolve the issue within 48

The management team reports that employees are missing features on company-provided
hours. Which of the following woulid be the best solution for the (T team to leverage i this scenario’

A COPE
B.FDE
C.MOM
D EDR

Answer, C >

Item 561 of 620 (Exam B, Q546) 2
Which of the are of controls that would be app to inan where financial processing activities occur? (Select two).

A. Key sscrow

B Dual control
C.Mandatory vacations
D.Access badge readers
E Tokenization

F Bkll\.vbl

Answer. BC




Item 562 of 620 (Exam B, Q547)
Which of the folowing options will provide the lowest RTO and RPO for a database?

A. Joumnaiing

B Snapshots

C On-site backups
D, Hot site

| ‘Answer D

G

Item 563 of 620 (Exam B, Q548)
Which of the following best protects sensitive data in transit across a geog ly dis, ?

A. Tokenzation

B Masking

C Obfuscation

D. Encryption
| ‘Answer. B

= A S N LT I N ] o\ U L S -0 P LN

Item 564 of 620 (Exam B, Q549) ) 4
A company's gate access logs show multiple entries from an employee's 1D badge within a two-minute period. Which of the following Is this an exampie of?

A. Side-channel attach

B Tailgating
C.RFID clohing
D. Shouider surfing

| /Answer: C

Item 565 of 620 (Exam B, Q550) . ?
Amumnmmmmuﬂmummnmwummmmommwm.vmanomc

A Embedded rootkit

B.RFID keylogger
C_Finmware failure
D Supply chain

(Answer, O

Item 568 o 620 (Exam 8, 0551)

Asmdu:mphmm@m.mwmwuwmmmmmuwmewmm:wmnofnmwmnm-im
requirements

A Implement 3 new (Psec tunnel froo internal resources.

B.Set up a WAP 1o allow internal access from public networks

C_ Deploy an internal jump secver to access resources

D Configure firewall rules to block external access fo internal resources.

| /Answer, D

Item 567 of 620 (Exam B, 0852) : : N
The internal audit team a 15 no longer in scope for external i Which of the will confirm that the

g risks is the

A. Data inventory and retention
B. Due care and due dilgence
C Ack and
D. Right o be forgotten

| ‘Answer. B

is o longer




Item 568 of 620 (Exam B, Q553)
Which of the folowing is the stage In an investigation when forensic images are obtained?
A.Reporting
B Acqusition
C.Ediscovery
D. Preservation

Answer. B

Item 569 of 620 (Exam B, Q354)

AcwpanywmloinpmomwyoﬂuMw-mltmrcquimmmmhmmmnuwm;nhmu-m.mdmmmwunmlmwm

these objectives?

A Repication

B Load balancing
C Proxy servers
D Fault tolerance

(Answer, B

Item 570 of 620 (Exam B, Q355)
Which of the following Is the best way to validate the integrity and availability of a disaster recovery site?

A. Condyct a tabletop exercise

B_Develop requirements for database encryption.
C.Periodically test the generators.
D.Lead a smulated fadiover.

Answer D

Item 571 of 620 (Exam B, Q556)
Which of the folowing would a security administrator use to comply with a secure baseline during a patch update?
A. Information security polficy

B _Standard operating procedure
C Service-level expectations
D. Test result report
Answer: B
Item 572 of 620 (Exam B, Q557) 2
An administrator is creating a secure method for a contractor 1o access a test Which of the would provide the contractor with the best access to the test environment?
A.RDP server
B Jump server
C.Proxy sefver
D. Application server
Answer: B

Item 573 0f 620 (Exam B, 0558) :
A company's website is www.company.com. Attackers purchased the domain www. company. com Which of the following types of attacks describes this example?

A. Brand impersonation
B On-path

C Watering-tole

D. Typosquatting

Answer D

)




ltem 574 of 620 (Exam B, Q559) ) Vi A
muummmm:a«mmmnmma to scan a two. matrix barcode?

A. Quashing
B Phishing
C Smishing
D. Vishing

Answer. B

Item 575 0f 620 (Exam 8, Q560) R

Amammummmwm:mymmmmmmmmmmwmwmmmmmamm No software updates that use an encrypted
protocol are avallable, so a compensating control is needed. Which of the the most app: to suggest? (Seject two).

A Cryptographie downgrade
B. Segmentation

C_Data masking

D Tokenization

E SSH tunneiing

F_Patsh instakation

Answer. DE

Item 576 of 620 (Exam B, Q561) 3
wmnum g security is when granting access after an individual has logged into a computer network?

L

ltem 577 of 620 (Exam B, Q562) e
Awmmmmmmwmuowmuwmmmmnmmmmmwmmmmmwcmmmmmm Which
of the folowing should the security team recommend?

A |PSec with RADIUS

B.RDP connection with LDAPS

C_Web proxy for all remote traffic
D Jump server with BO2. 1x

Answer, A

lllmﬂlol&ﬂ (ExmB Q583) :
A company just received a notification about an exploit that has no current patch or fix. Which of the following describes this scenario?

A.On-path attack

B Replay attack
C.Zero-day wuinerability
D.VM escape

Answer. C

Item 579 of 620 (Exam B, Q564) ) L
A rebes on ope! iy libraries to bulld the software used by fts customers. Which of the following vulnerability types would be the most difficult to remediate due 1o the company's refiance on
open-source libraries?
A Cross-site scripting
B. Buffer vverflow
C_S0L injection
D Zero-day

(Answer, D




Item 580 of 620 (Exam B, Q565) : : / e
AWWM:&«(C!%)MWMMMMM&N L gy. Which of the following would the CISO most likety include in the
organization's tion’

Item 581 of 620 (Exam B, Q566)
Which of the folowing Is used to improve security and overall functionality without losing critical application data?

A. Reformatting
B Decommissioning
C.Patching
D. Encryption
| ‘Answer: C

Which of the g best the concept of ion being stored outside of its country of origin while still being subject o the laws and requirements of the country of origin?

i~

o 585 04230 (Bvem 8, 0808)
A company plans to secure its systems by:
1 Preventing users from sending sensitive data over corporate email
|2 ng access 1o illy harmful
Which of the following features should the company set up? (Select two)
A Statetul firewall
B DNS filtering
C. Guardraly
‘ D Antlvirus signatures

E File integrity monitoring
F.DLP software
‘,}NWBF-
|
[

LN h =
Usm 584 06420 (Exam B, 0309). 5 . > a2
Which of the following are the best security controls for controfling on-premises access? (Select two)

|~ A Picturs 1D
‘ B Phone authentication application

C Camera '
D. Biometric scanner
E. Swipe card

| F. Memorabie question

I
Item 585 of 620 (Exam B, Q570) X : s 3 o4 5
A network administrator wants to ensure that network traffic is highly secure while in transit. Which of the following actions best describes the actions the network administrator should take?

A.Ensure that NAC is enforced on all petwork segments, and confirm fhat firewalls have updated poiicies 10 biock unauthorzed traffic

B Ensure only TLS and other encrypted protocols ars selected for use on the network, and only permit authorized traffic via secure profocols

C Configure the perimeter [Ps 1o block inbound HTTPS directary traversal traffic, and venty that signatures are updated on a daily basis

D, Ensure the EOR software monitors for unauthorized applications that could be used by threat actors, and configure aleris for the. security team

| ‘Answer. B




Item 586 of 620 (Exam B, Q571)
wmmmamnumm .mmmmm

ST .r .u.n ~E405) “om /muery phpigrelesiessdithesdsbinse / NITAIL. 00 23¢) 13737
. " B R2001 GET Laery PopIRTiEi’ s P INEERT THID waers VACAEA|‘vewpt. paselifi) e / wrdp/I.oe 260 i
ieasian = - mnnuaw-nu"n NEI0D 1 CUNE Sqinry . P e SI00 SRyEEs £ WTTE/ 30T 20% 19630

‘ Which of the following should the analyst do first?

| A Check the users table for new accounts

| B.Block brute-force altempts on temporary users.
‘ C Disabie the guezy php script.

| Dlimplement a WAF

Answer. A

Item 567 of 620 (Exam B, 0572) a S

An organization is required to provide assurance that its controis are properly and operating effectively. Which of the g reports wil best achieve the objective?
| Avumﬂyum

Item 568 of 620 (Exam B, Q573) L s
WUNMWMHMMnWRmua 7
|~ A Tokenization
[ B Entryphon
| C.Obfuscation
‘ D Masking
Answer: D

Item 589 of 620 (Exam B, Q574)
‘ Aww:mmwmwmﬁunnmﬁmbdwmnwmm mummnunmwon
| A.Shoulder surfing
B Tailgating
‘ C.RFID clohing
‘ D. Side-channel attack

AMC

Item 590 of 620 (Exam B, Q575) 24 P A
Am?whmmmm|mmm«ummmnmwmmummmm \Miehoﬂm risks is the to

A Embedded rootiit

\ B. Firmware faiure

‘ C RFID keylogger
D Supply chain

Iumseto!m (Exam B, Q576)
Mmdmmmwmm wmwwuwmmmmmumwmmmm Wﬂnmwmm

B.Configure firewall ruies to block external access 10 infemal resources.
C Depioy an internal ump server o access resources
osnw.wwmmnm.ccmmmm

Answer, B

A Impiement a new (Psec tuinel from intemal resources.



Item 592 of 620 (Exam B, Q577),
The internal audit team a softy ion i no longer in scope for external reporting

A.Data inventory and retention
B Due care and due disgence
C Right to be forgotten
D, Ack and

‘.Amwu;,s

qui Which of the foliowing wil confirm that the is no fonger

e 563 0620 (Exam 8, QS78). N :
Which of the following Is the stage in an investigation when forensic images are obtained?

Item 594 of 620 (Exam B, Q578) o 3 ; e e
A company wants 1o improve the availability of its application with a solution that requires minimal effort in the event a server needs to be replaced or added. Which of the foowing would be the best solution to meet
these objectives?

A Load balancing
B.Fault tolerance
C Proxy servers
D.Replicaton

[ ==—yvme:

Which of the following Is the best way !0 validate the integrity and availabiity of 3 disaster recovery site?
A.Lead a simylated fafover
B Conduct & tabletop exercise
C Periodically test the generators.
D. Develop requirements for database encryption

| Answer. A

Yo S0 ol 590 (Exam B, OY) 2 ; S
Which of the following would a security administrator use 1o comply with a secure baseline during a patch update?
A. Test result report
B Service Jeve! expectations
C Information security policy
D, Standard operating procedure
| ‘Answer. D

Item 597 of 620 (Exam B, Q582) 3
An administrator is creating a secure method for a contractor to access a test envi Which of the would provide the contractor with the best access to the test enviranment?

A.Proxy server
B Jump server
C ROP server
D, Applcation server

| Answer. 8




lllmSﬂolB?ﬂ (Exam B, 0503)
A 's website is www. y.com. the domain www, company. com Which of the following types of attacks describes this example?
A. Watering-hole
8 Brand impersonation
C On-path
D, Typosquatting
| Answer. D

Item 599 of 620 (Exam B, Q584)
Mdhmmmmmauvuwﬁwﬂwmma tpl 10 5can a by matrix barcode?

Item 500 of 620 (Exam B, Q585) i

Amummmummuqmmmumymmmuemmmmmwnmuwmwmmu:mm mnﬂwmumsmammmw
protocol are available, so a compensating control is needed. Which of g are the most ap, 1o suggest? (Select two).

A Tokenization

B. Data masking

C Segmentation

D.S5H tunneling

E Patch instaliation

F. Cryptographic downgrade
Answer. AD

Item 801 of 620 (Exam B, Q586). : ;
Which of the g security. s when granting access after an individual has logged into a computer network?
A. Authentication
B Authorization
C Identification
D, Non-repudiation

Answer. B

Iter 802 of 620 (Exam B, Q587) L)
Ammmmmwummmmmuummm:ommmmmmubmummmwwmmmmm Which
of the following should the security team recommend?

A Jump server with 802, 1x

B, IPSet with RADIUS

C Web proxy for all remote traffic

DRDPoonmcmmLDAPS

‘;AnsmrB

Item 803 of 620 (Exam B, Q588) T
A company just received a notification about an exploit that has no current patch or fix. Which of the foliowing describes this scenario?

A Replay attack

B On-path aftack

C Zaro-day vulnerabiiity
D.VM escape

| Answer. C



Item 804 of 620 (Exam B, Q589) < d e ) ) i A
A refies on op f libraries to build the software used by its customers, Which of the following vulnerability types would be the most difficult to remediate due to the company's reliance on
open-source libraries?

‘ A Cross-site scripting
B SQL injection
C.Buffer overflow
D Zero-day

| |Answer. D

Item 805 of 620 (Exam B, Q560) (W

A Chief Information Security officer (CISO) has developed information security policies that relate 1o the gy. Which of the following would the CISO most likely include in the
organization's documentation?

A Peer raview requirements

Item 806 of 620 (Exam B, Q581) R:e- 4 d S X R i
Which of the following s used to improve security and overall functionality without losing critical appiication data?
| A Encryption

B Reformattiog

C.Patching

D. Decommissioning

| Answer. C

Which of the g best describes the concept of i being stored outside of its country of origin while still being subject to the laws and requrements of the country of ongin?
| A Data sovereignty
B inteliectual property
C. Geolocation
D. Geographic restrictions
| Answer. A

Item 608 of 620 (Exam B, Q583) "
A company plans to secure its systems by,

1 Preventing users from sending sensitive data over corporate email
|2 access to harmful

Which of the following features should the company set up? (Select two)

A File integrity montoring
8. DNS filtering
C_Guardraiis
' D, DLP software
E Stateful firawal
F Antivirus signatures

| /Answer. BD

b

Item 609 of 620 (Exam B, Q564) . [ , "
Which of the following are the best security controls for controlling on-premises access? (Select two)
A Memorable question
B.Picture ID:
C Swipe card
D.Camera
E Phone authentication application
F. Blometric szanner ¢



Item 610 of 620 (Exam B, Q505) o
AMMWW&«WMMMme%MW muummummmnmmwmv

| A Ensure that NAC i enforced on all network segments. and confirm that firewals have updated policies to block unauthorized traffic.
B&wndyﬁsﬂmmm:nmhumhm and only permit authorized traffic via secure profocals

C.Ensure the EDR that could be used by threat actors, and configure alerts for the. secunty team
Dwmmhmmwmsmmmm mnmumnww.mm
;.AWB

ltem 811 0f 620 (Exam B, Q566)
M\Ilhmwmnpouhhw -mmm‘mmm
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Which of the following should the analyst do first?
A implement 3 WAF
ammwwmm
C Disable the guezy php-script.’

D.Check the users table for new accounts

Answer. D

Item 812 of 620 (Exam B, Q567) > ; S ‘ : e " : C“f'l'.*‘i‘
MWBM”MWMNNWWM igned and ing ly. Which of the following reports will best achieve the objective?

lllm!ﬂdm (Exam B, Q588) )
WMMN best the benefit of deploying multiple web servers?

Item 814 of 620 (Exam B, Q588)
Ammwmmmmw-nmAMMMNMNMWNM#MW»MMMM:MwyMwudwfh
following is the most kkely explanation for the difference’
A Pratexting”
B. Vishing
C Cross-site scnpting
[ D.Typosquatting

u.mmomo (Exam B, Q600) > ; o v 4
Ewmmmmmwuwmmmmmmqumwmnmnhw Which of the L does this best
. ASLA

B.BPA

C.MOA

D.NDA




Item 816 of 620 (Exam B, Q601) : X ; , , -
An and out-of- emad ge from a Chief Executive Officer’s corporate account asked an employee to provide financial information and to change the recipient's contact number. Which of the
following attack vectors is most likely being used?
‘ A Brand impersonation

B Business email compromise

C.Phishing

D Pretexting
| Answer. B

n-mmo_{m (Exam B, Q602) RN

ACVE in a key back-end of an has been disck ﬂmammhmudwimnﬁmwwmwwmm.wmwmmmum
the systems administrator perform?

A Automated reporting
B. Packet capture

C Vuinerability scan
D.Metadata analysis

::Ammr.c

llgln!!!o'm (Exam B, 0003) ; r > 7 -
Which of the following would most likely be a hacktivist's motive?

A Revenge
B. Financial gain
C.Espionage
D. Philosophical beliefs
‘Answer: D

53

Item 819 of 620 (Exam B, Q604) > i*
An % recenves a text from an or number claiming to be the Chief Executive Officer and asking the employee to purchase gift cards. Which of the following types of attacks describes this
| A Prishing

B. Disinformation

C Impersonation

D. Watering-hole
| Answer. C

Item 620 of 620 (Exam B, Q805) : ; J » i*
A systems receives a text from an unk number claiming to be the Chief Executive Officer of the The states an situation requires a password reset. Which
of the following threat vectors is being used?
| A Pratexing

B Smishs

C Impersonation

0. Typosquatting
| Answer. B




